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Targeted vs. commodity malware

• Specific vs. Indiscriminate targeting
• Tailored tactics vs. Generic tactics
• Specific objective vs. Maximize

potential profits
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APTs are typically well-funded, experienced teams of 
cybercriminals that target high-value organizations for 
specific objective of data theft or espionage

Hardy et al. Targeted Threat Index: Characterizing and Quantifying Politically-Motivated Targeted Malware, Usenix,  2014



What is (AP)threat attribution?

Analysts link the 
activity to a known 
threat actor/group

Associate  a 
cyber-attack 
to an attacker
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So far..?
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MITRE Groups



CrowdStrike Adversaries 10



Attribution is challenging!
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Campaign variation

• Incomplete understanding of adversary with vendors tracking 
groups from varied campaign perspectives [AT&T AlienLabs, 2021]
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Threat Campaign X

Threat Campaign Y

Threat Group 1
foobar.evil.com:445

Operated by



Shared similarity

• Adoption of shared similarities, false flags and collaboration between 
subgroups results in inconsistent and erroneous attribution [Mandiant, 2023] 
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Operated by

Threat Group 1
foobar.evil.com:445

Threat Group 2
xyzzy.bad.com:676

Operated by



Heterogeneous files in attack chain

• Manual analysis of heterogenous files to identify the threat group [Mandiant, 2022]
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Threat Campaign X
Threat Group 1
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Threat Campaign X

Threat Group

Operated by

Putting it all together

Multiple file types



Malware based attribution research

ICANN, 2017

BlackHat, 2015 IEEE QRS, 2021 DIMVA, 2021

Big game hunting: The 
peculiarities in nation-state 
malware research

SCRUTINIZER: Detecting 
Code Reuse in Malware via 
Decompilation and 
Machine Learning

DeepAPT: Nation-State APT 
Attribution Using End-to-

End Deep Neural Networks

Explainable APT Attribution for 
Malware Using NLP Techniques

16

APTMalInsight: Identify and 
cognize APT malware based on 

system call information and 
ontology knowledge framework

Elsevier, 2021



Approach ADAPT
Attribution of Diverse APT Samples

Group AttributionCampaign Attribution

Identify characteristics 
of attack 

+ Prioritization of 
detection and mitigation

Identify characteristics 
of attacker
+ Aid forensic 

investigation and indictments
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ADAPT Data Collection
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APT dataset

• 6,455 samples (SHA256)
• 22+ file types
• 172 APT groups
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Dataset quality: Filetype
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Dataset quality: Filetype
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WORMA, Euro S&P Workshop, 2024
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Dataset quality:  Group label
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2,260 (35.01%) have more than 1 label

Threat Group Label Number of Aliases Number of Sample

Lazarus 29 527

Gamaredon 11 446

Transparent Tribe 9 403

APT41 16 278

Turla 21 203

APT28 23 169

APT29 15 224



Dataset (re)-labeling

• Malpedia Threat Actor Inventory and MITRE to 
resolve conflicts

• Standardize aliases
• Consistent naming convention
• Non-unique names and non-APT samples
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Campaign Labeled Dataset
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To help the community…

• 6,134 samples assigned to 92 groups
• 230 samples, 17 APT groups, 22 APT campaigns

* The standardized group-labeled dataset is available at https://anonymous.4open.science/r/ACM-7FC0/ 26



What’s next?
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ADAPT 2.0
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• Gain invaluable insights from real-world 
defenders – that's YOU! 

• Explore how YOU, as analysts,  skillfully identify 
malicious activities and untangle complexities.

📊 Conducted 15 (+3) interviews with participants 
from diverse industries, expertise, and locations.

🛡

🕵
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Attributing APTs: Expert Insights

Intrigued? Learn

more about our

study here !

https://secpriv.wien/adapt/

https://secpriv.wien/adapt/


Key Highlights
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• Systematic attribution approach by disassociating
campaign attribution and group attribution

• Considering the diverse array of file types in the
evolving APT landscape is promising

• Effective knowledge exchange between academia and
industry can lead to impactful research outcomes
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Dataset quality:  Group label
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2,260 (35.01%) have more than 1 label
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