
It‘s only light, right?
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Whoami

@TightropeMonkey

Penetration Tester

Source Code Review<3

Research

Bug Bounty | LHE

3



Who’s Govee?

 Global player in RGBIC market

 >12 million registered Govee Home app users

 >$200 million dollar annual sales in 2020

 Distribution in 60+ countries

 Headquarter based in Hong Kong

 47 products in store
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No. Vulnerability Risk CVSS v.3.1 Score (0.0-10.0)

4 Unauthenticated File Download High 7.5

5 Weak P12 Passphrase Medium 5.5

6 User Enumeration Medium 5.3

7 Arbitrary File Upload Medium 4.3

8 JWT Misconfiguration Low 3.9
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No. Vulnerability Risk CVSS v.3.1 Score (0.0-10.0)

3 Multiple Information Disclosures High 7.2

4 Unauthenticated File Download High 7.5

5 Weak P12 Passphrase Medium 5.5

6 User Enumeration Medium 5.3

7 Arbitrary File Upload Medium 4.3

8 JWT Misconfiguration Low 3.9
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No. Vulnerability Risk CVSS v.3.1 Score (0.0-10.0)

2 Misconfigured UART Debugging Interface High 7.6

3 Multiple Information Disclosures High 7.2

4 Unauthenticated File Download High 7.5

5 Weak P12 Passphrase Medium 5.5

6 User Enumeration Medium 5.3

7 Arbitrary File Upload Medium 4.3

8 JWT Misconfiguration Low 3.9
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Results 26

No. Vulnerability Risk CVSS v.3.1 Score (0.0-10.0)

1 Global Govee Account Takeover Critical 10

2 Misconfigured UART Debugging Interface High 7.6

3 Multiple Information Disclosures High 7.2

4 Unauthenticated File Download High 7.5

5 Weak P12 Passphrase Medium 5.5

6 User Enumeration Medium 5.3

7 Arbitrary File Upload Medium 4.3

8 JWT Misconfiguration Low 3.9
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Conclusion 33

 All vulnerabilities have been reported

 Most have been fixed or are fixed in July 2023

 Too big to fail does not exist

 Think twice before buying “smart” products (especially cheap ones)

 Take care in assessment & communication to avoid legal actions ☺


