


Cars, CAN, Containers and Clouds
How eBPF could save the road
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Back-connect to the connected car. Search for vulnerabilities in the VW electric car, Navinfo, Blackhat EU 2022

https://i.blackhat.com/EU-22/Wednesday-Briefings/EU-22-Serdyuk-Back-connect-to-the-connected-car.pdf
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Back-connect to the connected car. Search for vulnerabilities in the VW electric car, Navinfo, Blackhat EU 2022

https://i.blackhat.com/EU-22/Wednesday-Briefings/EU-22-Serdyuk-Back-connect-to-the-connected-car.pdf



• https://www.wired.com/2015/07/hackers-remotely-kill-jeep-

highway/

SBA Research Image: https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
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Image: https://www.researchgate.net/figure/One-subset-of-a-modern-vehicles-network-architecture-showing-the-trend-toward_fig1_2955571
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Image: Remote Car Hacking, Miller, Valasek (2015), p.8
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Image: https://auto24parts.com/
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https://www.youtube.com/watch?v=3Wd4H91qfso
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The Advent of the Software Defined Vehicle

SBA Research

HPC

SW



The road to AV approval - A Cybersecurity Perspective, Abid, Budke, Tüv Süd
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https://www.redhat.com/en/blog/running-containers-cars

https://www.continental-automotive.com/en/components/hpc-product-portfolio.html

 

https://www.redhat.com/en/blog/running-containers-cars


Containers to the rescue? 

SBA Research
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Container, VM, Hypervisor, Process, ...
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Container

SBA Research

• create a separate view on the file system (mount namespace 

and pivot_root)

• show only processes inside the container (pid namespace)

• create a separate network and routing rules for the container 

processes (network namespace) and 

o add CAN interfaces inside the container

• limit resources inside the container (control groups)

• load eBPF programs for device control

create a container using crun (runc) with setup Ethernet/IP and CAN 
network (via custom CNI script)
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Demo: create a container with runc



runc run
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Virtual CAN networks

routing and filtering

SBA Research



35SBA Research
Image: https://www.researchgate.net/figure/One-subset-of-a-modern-vehicles-network-architecture-showing-the-trend-toward_fig1_2955571
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Image: https://www.jeepcherokeeclub.com/threads/upgrading-radio.19169/
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CAN Frame

SBA Research
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VCAN, VXCAN Kernel drivers and Automotive 
Grade Linux

SBA Research

https://wiki.automotivelinux.org/_media/agl-distro/agl2018-socketcan.pdf
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https://github.com/containernetworking/cni



Add a software-defined CAN network and attach it (IC)

SBA Research
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Image: Remote Car Hacking, Miller, Valasek (2015), p.8
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container2container1

CANGW and VXCAN

SBA Research

vxcanA vxcanB

can0can0

vxcan1
vxcan2

physical

# cangw -A -s vcan2 -d can0 -e 
# cangw -A -s can0 -d vcan2 -e 

can0



SBA Research
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eBPF recap on one slide
eBPF code runs in a virutal machine in 

the Kernel. 

The code contains functions that can be 

attached to a trigger (e.g. syscall, trace 

event, network).

1. load BPF code into the Kernel

2. attach function

3. Kernel runs the program if a trigger 

is hit

4. The eBPF program can produce data 

and store it in maps/queues

5. consume data from userspace

SBA Research

C/Go/ Rust/... eBPF (ELF)
compile
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Trace points and Probes

• kprobes (scoped to a cgroup)

• cgroup/dev

• perf events

• syscall

• socket buffer (SK SKB)

• XDP

• tracepoints

• raw_tracepoints

• (...)

SBA Research

https://docs.kernel.org/bpf/libbpf/program_types.html
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Linux Event Tracing

SBA Research

https://docs.kernel.org/trace/events.html
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/sys/kernel/debug/tracing/events/net/

• net_dev_xmit

• net_dev_start_xmit

• netif_receive_skb

• netif_rx

SBA Research
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eXpress
Data
Path (XDP)

SBA Research Image: https://medium.com/@kcl17/unlocking-network-performance-with-xdp-and-ebpf-67c712128025
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Demo: eBPF for CAN bus

SBA Research
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Process of eBPF for CAN/network interfaces (Linux)

Kernel

SBA Research

Container

canspi i2c

system call 

(open, write)

process

can0
vcan0: (...) qdisc noqueue

link/can 

socket
read
write
open

PCB (hardware)
CAN transceiver

trace enforce

agent

queue map
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Conclusion

H
P
C



64

Takeaways (containers and eBPF)

• containers contribute to incapsulation

• security parameters are detailed but efficient

• eBPF provides observabilty and reaction 

capabilities

• the application is untouched (all runs in Kernel)

SBA Research



65

SBA Research // ASRG-VIE // eBPF-Vienna

• SBA Research Meetups

o https://www.meetup.com/security-meetup-by-sba-

research/

• Automotive Security Research Group Vienna (ASRG-

VIE)

o https://www.meetup.com/automotive-security-

research-group-vienna-asrg-vie/ 

• eBPF Vienna

o https://www.meetup.com/de-DE/ebpf-vienna/events/ 

SBA Research

https://www.meetup.com/security-meetup-by-sba-research/
https://www.meetup.com/security-meetup-by-sba-research/
https://www.meetup.com/automotive-security-research-group-vienna-asrg-vie/
https://www.meetup.com/automotive-security-research-group-vienna-asrg-vie/
https://www.meetup.com/de-DE/ebpf-vienna/events/
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Applied Research Consulting in Customer Projects

Security Requirements

Crypto Designs

Threat Modelling

Static Code Analysis

Security Test Case Generation

Defense in Depth (DiD)

Fuzz Testing

Black- and Grey-box Testing

Proof of Concept Validation
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Reinhard Kugler

MATRIS Research Lab

SBA Research

Floragasse 7, 1040 Wien

rkugler@sba-research.org

https://matris.sba-research.org/marc/ 

mailto:rkugler@sba-research.org
https://matris.sba-research.org/marc/
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