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Why Measure?

Reason for measurement in science/engineering is usually 

attributed to Lord Kelvin (William Thomson)

 If you cannot measure it, you cannot improve it

 ð Lord Kelvin, possibly apocryphal



Why Measure? (ctd)

What he actually said:

 In physical science a first essential step in the direction of 

learning any subject is to find principles of numerical reckoning 

and practicable methods for measuring some quality connected 

with it. I often say that when you can measure what you are 

speaking about and express it in numbers you know something 

about it; but when you cannot measure it, when you cannot 

express it in numbers, your knowledge is of a meagre and 

unsatisfactory kind: it may be the beginning of knowledge, but 

you have scarcely, in your thoughts, advanced to the stage of 

science, whatever the matter may be

 ð Lord Kelvin, ñElectrical Units of Measurementò, 1883

ÅVictorians liked being long-winded



Why Measure? (ctd)

Based on this measurement of actual text we conclude that

ÅSomeone who expresses himself like that is unlikely to have 

said ñif you cannot measure it, you cannot improve itò



Why Measure? (ctd)

Usually quoted in terms of management science, 

ñif you canôt measure it you can neither manage it nor 

improve itò

 You canôt manage what you canôt measure

 ð Endless books on management



Why Measure? (ctd)

In management science we can fall prey to Goodhartôs Law

 When a measure becomes a target, it ceases to be a good 

measure

What he actually said was:

Any observed statistical regularity will tend to collapse once 

pressure is placed upon it for control purposes

 ð Charles Goodhart

When your bonus depends on making number go up, you 

ensure that number goes up

ÅManipulated body counts / territory gains in the military

ÅProductivity of workers / factories

ÅStock prices



Why Measure? (ctd)

Need to measure effectiveness not performance

ÅMeasure of Effectiveness (MoE) not Measure of Performance 

(MoP)

ÅEffectiveness is hard to measure so performance is often used 

as a proxy

Again, much has been written on the topic

ÅCurrently not such a big issue in security

ÅWeôre still going from no measurement at all to a little more 

than no measurement

Can also get very philosophical

ÅSee ñUnfalsifiability of Security Claimsò, Cormac Herley



Improvement through Measurement

In Lord Kelvinôs day improvement-through-measurement 

was relatively easy

ÅThe first versions of anything were somewhat rudimentary



Improvement through Measurement (ctd)

People just copied each other, with a bit of tweaking



Improvement through Measurement (ctd)

Failures were obvious



Improvement through Measurement (ctd)

There were lots of knobs and levers to play with

ÅVictorian systemd

ïInfinite things to adjust and if you get one wrong it blows 

up in your face



Improvement through Measurement (ctd)

This lead to many improvements



Improvement through Measurement (ctd)

Some of which wouldnôt look out of place today



Improvement through Measurement (ctd)

Failures were still pretty obvious even with modern designs



Improvement through Measurement (ctd)

The exact time of failure can usually be determined by the 

trained eye



Measurement in Computer Security

A fully -functional firewall



Measurement in Computer Security (ctd)

A catastrophically failed firewall



Measurement in Computer Security (ctd)

A $20,000 Ethernet cable



Measurement in Computer Security (ctd)

Can you tell which is which?



Measurement in Computer Security (ctd)

What most firewall certifications really mean

Å(Marcus helped design and implement the first commercial 

firewall, the DEC SEAL)



Measurement in Computer Security (ctd)

Trains are much easier to detect failures with...



Measurement in Computer Security (ctd)

... than computer security gear



Measurement for Revenue Assurance

Some technology companies have already run into the 

problem of a lack of measurement in the past

1980s: Telcos roll out cellular services



Measurement for Revenue Assurance (ctd)

Market uptake was rapid

ÅNot surprising, at these bargain-basement prices



Measurement for Revenue Assurance (ctd)

1990s: Telcos have this sneaking suspicion that they may 

be missing out on some amount of revenue due to 

inaccurate billing



Measurement for Revenue Assurance (ctd)

Billing on fixed lines is relatively easy

ÅAnything going through this port at the exchange gets billed

ÅRecorded on tape at the switch and periodically dumped to the 

central office

ÅOccasionally the tape would fill up and records could be 

dropped, but it was infrequent enough to not matter



Measurement for Revenue Assurance (ctd)

Mobile billing is really hard



Measurement for Revenue Assurance (ctd)

I mean really hard



Measurement for Revenue Assurance (ctd)

Thereôs no easy way to measure billing accuracy though

ÅSurely we're not losing money from this?!?!



Measurement for Revenue Assurance (ctd)

Led to kludges like the Billinator

ÅTelco switched accounting management from SS7 to IP

ÅAccounting was done via UDP

ïPackets were smaller and generated less traffic

ÅUnder load, UDP packets would get dropped

Telco developers wrote software to normalise traffic stats 

for billing purposes to cover gaps from dropped packets



Measurement for Revenue Assurance (ctd)

Engineers rigged up systems to place thousands of calls 

every day

ÅThey knew the time and 

duration of each call

ÅCould compare their 

records with the resulting 

billing records



Measurement for Revenue Assurance (ctd)

Turns out that the telcos were clueless about the state of 

their billing

ÅñWeôre sure people are making lots of calls, but *(#&Y*ôd if 

we can figure out how many, or who toò



Measurement for Revenue Assurance (ctd)

Telcos had no idea just how bad things really were

 If you cannot measure it, you cannot improve it

 ð Lord Kelvin (perhaps)

 You canôt manage what you canôt measure

  ð Management books

 If you canôt measure it, you donôt even know whether itôs working 

or not

  ð Me, paraphrasing someone possibly paraphrasing 

  Lord Kelvin



Measurement for Revenue Assurance (ctd)

This helped create the field of revenue assurance

ÅFormalised the process of verifying that the billing system was 

working as expected



Measurement for Revenue Assurance (ctd)

Why revenue assurance?

 From service provision to cash collection, there are limitless 

opportunities for revenue to seep through the cracks

 ð TM Forum

ñIf we donôt do this then we lose moneyò

ÅLike many other things, it started out as a good idea until 

management got hold of it

ÅSee ñTQMò



Measurement for Revenue Assurance (ctd)

Motivation for revenue assurance

ñFear will keep them in line ð fear of this battlestation 

losing moneyò



Measurement for Security

How do you get rid of these (on a large scale)?



Measurement for Security (ctd)

You do this to them



Measurement for Security (ctd)

This was considered good enough for many yearsé

  éuntil this happened



Measurement for Security (ctd)

The Iranians didnôt know that 

you couldnôt recover 

documents from this form

ÅUsed Iranian carpet weavers (according to one version) and/or 

women (another version) to reassemble the documents



Measurement for Security (ctd)

The Iranians laid the shreds 

out on a floor and devised a 

sophisticated procedure for 

numbering, indexing and 

reassembling the individual 

shreds

 ð BBC

ÅPublished as a 60-volume 

bestseller(?), 

ñDocuments From the 

U.S. Espionage Denò



Measurement for Security (ctd)



Measurement for Security (ctd)

Short-term outcome

ÅAssorted revisions of document-destruction requirements

Security standards for document destruction have always 

been prescriptive rather than descriptive

ÅMoP rather than MoE
Die Partikelgröße darf 320 Quadrat - Millimeter nicht 

überschreiten, wobei allerdings 10% der Partikel eine 

Fläche zwischen 320 und 800 Quadrat - Millimeter aufweisen 

dürfen. Bei Streifenschnitt darf die Streifenbreite maximal 

2 Millimeter betragen.

Possibly based around the following thinking

ÅCommercial shredders come in these performance classes

ÅAssign a document sensitivity level to each class



Measurement for Security (ctd)

Ongoing problem: Very little published data available on 

what can and canôt be recovered

ÅLack of measurement again, or at least of MoE rather than 

MoP

Attempts to evaluate the security of shredded documents 

barely seem to exist until about 2010

 The problem of automatic shredded document recovery has been 

sparsely researched to date

 ð ñAn Investigation into Automated Shredded 

  Document Reconstruction using Heuristic 

  Search Algorithmsò, 2006



Measurement for Security (ctd)

Then, in 2011é

ÅDARPA sponsors the Shredder Challenge

Computer-aided reassembly of shredded documents

ÅRanged from 200 to 6,000 fragments

Å$50,000 first prize



Measurement for Security (ctd)

Teams generally used a technique pretty similar to what the 

Iranians had done thirty years earlier

ÅAssign a unique ID to each fragment

ÅAnalyse characteristics like size, colour, edge pattern, font 

used, graphics

ÅPerform approximate matching based on this

ïEarly work in this area was based on automated jigsaw-

puzzle solvers

ÅUse humans for the final assembly



Measurement for Security (ctd)

Winning team exploited the fact that the documents were 

photocopied and contained a pattern of yellow dots used 

to track the source of printed/copied documents

ÅOther teams managed to do well even without this inadvertent 

help from DARPA



Measurement for Security (ctd)

While the results were troubling for people who rely on 

shredders for document securityé



Measurement for Security (ctd)

éjust this one measurement has now given us a means of 

evaluating their effectiveness

ÅAnything up to about DIN level 5 (0.8×12mm, ñClassified/Top 

Secretò) probably isnôt that secure



Measurement in Computer Security, Part 2

In a few rare cases weôve run into the same thing with 

security

1990s: Netscape rolls out SSL for the web



Measurement in Computer Security, Part 2 (ct

Handshake is secured using certificates

ÅWith a certificate ñit can be guaranteed that you are actually 

connecting toò a given site (Google Chrome)



Measurement in Computer Security, Part 2 (ct

Certificates make you secure!

ÅBy emphatic assertion of the browser developers



Measurement in Computer Security, Part 2 (ct

Now there had been a few concerns over the years about 

just how valid this assertion was...



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct

ÅISO 9000, demonstrating repeatability of process

Å(Finally fixed by redirecting browsers to a non-SSL version of 

the site)



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct

----- BEGIN CERTIFICATE -----

MIIQojCCCIoCAQAwDQYJKoZIhvcNAQEEBQAwGDEWMBQGA1UEAxMNS29tcGxleCBM

YWJzLjAeFw01MTAxMDEwMDAwMDBaFw01MDEyMzEyMzU5NTlaMBgxFjAUBgNVBAMT

DUtvbXBsZXggTGFicy4wggggMA0GCSqGSIb3DQEBAQUAA4IIDQAwgggIAoIIAQCA

A+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

+//////////////////////////////////////////////////////////////+

+//////////////////////////////////////////////////////////////+

+///++++HELLO+THERE++++////////////////////////////////////////+

+//////////////////////////////////////////////////////////////+

+///And/welcome/to/the/base64/coded/x509/pem/certificate/of////+

+//////////////////////////////////////////////////////////////+

+///KOMPLEX/MEDIA/LABS/////////////////////////////////////////+

+///www/dot/komplex/dot/org////////////////////////////////////+

+//////////////////////////////////////////////////////////////+

+///created/by/Markku+Juhani/Saarinen//////////////////////////+

+///22/June/2000///dw3z/at/komplex/dot/org/////////////////////+

+//////////////////////////////////////////////////////////////+

+///You/are/currently/reading/the/public/RSA/modulus///////////+

+///of/our/root/certification/authority/certificate////////////+

+//////////////////////////////////////////////////////////////+

+///Which/happens/to/be/16386/bits/long////////////////////////+

+//////////////////////////////////////////////////////////////+

+///And/fully/working/and/shit/////////////////////////////////+

+//////////////////////////////////////////////////////////////+

+///And/totally/insecure///////////////////////////////////////+

+//////////////////////////////////////////////////////////////+



Measurement in Computer Security, Part 2 (ct

... whether certificates had any effect at all ...



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct

Weôre from the government, weôre here to certify you!



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct

... and whether the bad guys werenôt just getting certificates 

like everyone else ...



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct



Measurement in Computer Security, Part 2 (ct

... but luckily no-one was using them for anything too 

critical



(Thatôs this place)

Measurement in Computer Security, Part 2 (ct


