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Past Attacks on Industrial Control Systems
Excerpt

SBA Research

• Stuxnet
• Havex
• BlackEnergy 2
• CRASHOVERRIDE / 

Industroyer
• TRITON / TRISIS / 

HatMan
• Industroyer 2

• Maroochy Water Breach
• Night Dragon
• Bowman Avenue Dam 

(NY) Attack
• German Steel Mill Attack
• 2015 Cyber Attack on 

the Ukrainian Power Grid
• Attack against the KWC
• Malware in Engineering 

Artifacts

• Maroochy Water Breach
• Stuxnet
• German Steel Mill
• 2015 Cyber Attack on 

the Ukrainian Power Grid
• CRASHOVERRIDE / 

Industroyer

• Maroochy Water Breach
• (Davis-Besse NPP)
• Stuxnet
• Shamoon
• 2015 Cyber Attack on 

the Ukrainian Power Grid
• CRASHOVERRIDE / 

Industroyer
• TRITON / TRISIS / 

HatMan
• NotPetya
• WannaCry

ICS-tailored Malware
Attacks with Direct

Adversarial Interaction
ICS-related Incidents 
with Physical Impact

Business Interruption
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Industry 4.0 drives digital transformation
…but also leads to an abundance of new attack vectors
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Industry 4.0

Connectivity & IoT
Increases the attack surface

IoT devices: Attractive attack targets

Internet-connected legacy systems

Simulation
Theft of physical models

Knowledge for targeted attacks

Manipulation of simulation data

Machine Learning
Backdoors in the training set   

Model stealing attacks

Recovery of sensitive training data

Additive Manufacturing
Sabotage of design files

Theft of the specification

Attacks on the supply chain

Robotics
“Gold plating” increases the attack surface

High complexity makes security more challenging

Reliance on few suppliers

Big Data & Cloud
Third-party vendor dependency

Vendor lock-in

Risk of cloud service provider failure

Security

Safety
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Security by Design for Industry 4.0
Motivation

SBA Research

Objective:
Managing cyber-physical risks along the 
industrial control systems lifecycle in an 

effective manner, avoiding unnecessary costs 
caused by “overprotection” while reducing 
the risk of “underprotection”.

Security remains a costly concern
In particular, if done in later phases of the lifecycle.
This may lead to inherently insecure systems, meaning 
that not even patching would fix the underlying issues.

Security in the engineering process
Security must be embedded into the engineering process.
Furthermore, the process itself must be protected to 
address the risk of sabotage attacks.

Risk-based approach required
Risks need to be identified in an efficient way (using 
existing engineering data). Moreover, risks need to be 
analyzed using mathematically sound approaches.

Resilient and robust systems
Leverage the physical layer: Preventive and reactive 
measures can be directly integrated into control 
systems for the purpose of attack protection.

“64% of 2017 ICS-related vulnerability 
patches don’t fully eliminate the risk
because the components were insecure 
by design.” – Dragos, 2018
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Security Development Lifecycle (Excerpt)
(Eckhart et al., 2019) – Establishing Security as a ‘First-Class Citizen’
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SDL-CPPS

Security Risk Management

Secure Architecture

Security-Aware I&C 
Engineering

Secure Automation Software Secure Network Design

Technical Security Controls

Operational Security 
Support

Secure SetupRisk Identification based on Engineering Data
Quantification of Cyber-Physical Risk

Optimizing Risk Mitigation

Selection of Secure Components
Zone Segmentation

Resilient Control Systems
Sensor Fingerprinting & Watermarking

Secure Coding Practices
Code Analysis

Network Segmentation
Wireless Security
Secure Remote Access

Malware & Data Protection
Intrusion Detection & Prevention

Asset Management
Patch Management
Incident Response Planning

Security-Aware Configuration
Access Control

+-



6

Interplay between the ICS Lifecycle and the Risk 
Management Process According to ISO 31000
S implified Illustration

SBA Research
Based on (Lüder et al., 2017) and ISO 31000
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Interplay between the ICS Lifecycle and the Risk 
Management Process According to ISO 31000
S implified Illustration
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Based on (Lüder et al., 2017) and ISO 31000
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Automating Security Risk Identification
Based on Engineering Data
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Background
Multi-Disciplinar y Engineering

SBA Research

• Many engineering disciplines and tools are involved

• Inconsistent workflows, hence information exchange 

is problematic

• AutomationML

o XML-based data exchange format

o Standardized (IEC 62714)

o Enables a consistent data exchange in a 
heterogeneous engineering toolchain

(AML, 2015)(AML, 2016)

(Eckhart et al., 2019)

(Lüder et al., 2017a)
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Automated Security Risk Identification
Based on Engineering Data (Eckhar t et al., 2020)
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• Identification of risk sources (i.e., threats and vulnerabilities) according to IEC 62443

o Zone and Conduit Requirements: ZCR-3.2–3.6

• Identification of attack consequences (e.g., safety, availability, regulatory compliance)

• Can be seamlessly integrated into existing toolchains and workflows
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Cyber-Physical Attack Graph
Definition & Example (Eckhar t et al., 2020)
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Quality-Driven Security Risk Assessments
Motivation
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• Quality is interdependent with security but often not 

perceived as such

• Security risks may manifest themselves as symptoms of 

QC issues

o Conversely, strengthening security may also lead to a 

higher quality

• Lack of research: Security risk methods that focus on 

product quality (not just systems)

• We cannot rely on QC systems to detect changes made 

to the product by attackers, since they are not designed 

to identify quality issues that have been maliciously 

introduced (Elhabashy et al., 2018)

• Engineers need to consider quality-driven security risks 

during engineering process

(Eckhart et al., 2022)
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Quality Control Tools Fail to Detect Attacks
Background (Elhabashy, 2019)
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(Elhabashy, 2019)

QC only inspects
location and size of
holes. Attack is quite
obvious, yet may still
go unnoticed in mass
production.

Quality 
Document 

Management 
System

Coordinate-
measuring 
machine

Example: Sampling for inspection 
occurs every 5 products

Manipulate 
tolerance 

levels

Manipulate 
collected 

data at 
transit

Manipulate 
collected 

data at rest
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Cyber-Physical Attack in Additive Manufacturing
dr0wned (Belikovetsky et al., 2017)
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(Belikovetsky et al., 2017)

(Belikovetsky et al., 2017)

(Belikovetsky et al., 2017)

(Belikovetsky et al., 2017)

Attack objective: Insertion of an 
internal void. Attack passes visual 
inspections and manual 
mechanical tests.

Attack is time-delayed: Victim 
may fly drone long enough to 
reach a sufficient height, causing 
maximum damage.
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Incorporate Process Semantics
SFC to Petri nets (Eckhar t et al., 2022)
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(Eckhart et al., 2022)

(Eckhart et al., 2022)

What are the security vulnerabilities in assets of CPPSs

that threats may exploit?

Given a set of vulnerable assets, which quality characteristics of the workpiece

or product can attackers deliberately alter?

What are the consequences of an attack that targets a certain quality 

characteristic in terms of cascading effects relating to product quality?

How can attackers disguise their malicious actions to evade quality control?

1

2

3

4

Identified risks can be analyzed and evaluated to initiate risk 

treatment already during engineering. This will lead to a more 

secure CPPS and, possibly, also to higher product quality 

(provided that quality control is improved).



16

Automated Quality-Driven Security Risk Identification
Based on Engineering Data (Eckhar t et al., 2022)
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Case Study
Vehicle Manufacturing
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(Eckhart et al., 2022)

• Based on the official AML example of a spot welding robot cell

• Stamping and joining processes for (inner) front door panel in 

vehicle manufacturing

o Crucial part of the Body in White (BiW) production line

• Quality of the complete BiW is influenced by structural 

characteristics of closures

 Quality-driven security risk identification is prudent

(EAA, 2013)

(EAA, 2013)

(AML, 2017)
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Interplay between the ICS Lifecycle and the Risk 
Management Process According to ISO 31000
S implified Illustration

SBA Research
Based on (Lüder et al., 2017) and ISO 31000
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Status Quo: Qualitative Approaches
Risk Analysis
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Qualitative Approaches to Risk Assessment
Problem Description
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(Pickering and Cow ley, 2010) 끫殊끫殊끫殊끫殊 = 끫歾끫殊끫殊끫歾끫歾끫殊�끫歾끫歾끫歾 ∗ 끫歬끫歾끫歬끫殊끫歾끫歬끫歬끫歾끫歬끫歬끫歾

Manipulating ordinal data 
using mathematical 

operators is not allowed!

What does it mean to have 
a risk of 0.3 or low?

Different interpretations of 
low, medium, high

Low resolution leads to 
rounding errors etc.

• Qualitative approaches are common (easier & less costly), but are often seriously flawed (cf., 

for instance, Cox, 2008, 2009)

• However, current security standards provide mostly guidance for conducting qualitative risk 
assessments
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Value at Risk (VaR)
Basics
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Value at Risk (VaR)
A Risk Measure for Cyber Risks?
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VaR끫毸 = inf 끫歾 ∈ ℝ ∶ 끫殆 끫歾 > 끫歾 ≤ 1−끫毸 = inf 끫歾 ∈ ℝ ∶ 끫歲끫歾 끫歾 ≥ 끫毸 ,

where 끫毸 ∈ (0,1) is the confidence level, 끫殆(끫歾 > 끫歾) is the 

probability that the loss 끫歾 exceeds 끫歾, and 끫歲끫歾 끫歾 is the pdf of 

the loss distribution.

ES끫毸 = 끫歰(끫歾|끫歾 ≥ VaR끫毸)

(Eckhart et al., 2022a)

• Widely accepted in finance

• Quantile of a loss distribution

– “We are X percent certain that we will not lose > V dollars in time T.” (Hull, 2015)

• Also, many applications in the security domain:

– Strategic security investments (company-level)

– Pricing cyber insurance

– Trend analysis

• Easy to understand for decision-makers
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Components of a Cyber Risk Model
(Dejung et al., 2022), Dagstuhl Seminar 21451
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Figure Removed.

Paper (Eckhart et al., 2022a) 

not yet published.
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Challenges & Aspects to Consider
Cyber Risk Modeling
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• Historical data is scarce

o Unwillingness of companies to share information

o Relatively short history of security threats

• Mind the (right) tail:

o Consensus that cyber risks are severely heavy-tailed

o Increased exposure to tail risk, underestimation of VaR

o Extreme Value Theory (EVT), Peaks-over-Threshold (POT) 
method

• Consider cyber risk dependence, which may exist on various 
levels:

o Frequency and severity of incidents,  incident types (e.g., IP theft 
and data breach),  industries and sectors

o Copulas for modeling the dependence between marginal 
distributions

• CVaR has attractive mathematical properties (e.g., convexity) 
cf. (Rockafellar and Uryasev, 2000)

o Formulation of LPs, MILPs (with integrality constraints)

o Optimal selection of countermeasures

Figure Removed.

Paper (Eckhart et al., 2022a) 

not yet published.
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Secure Automation Software, Security-
Aware I&C Engineering, and Technical 
Security Controls
Selected Topics

SBA Research
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Secure Coding Practices and Code Analysis
Secure Automation Software

• Ensuring the integrity and authenticity of PLC firmware 

improved significantly in the past few years

• However, manipulating the control logic is still an attractive 
attack vector (forgetting to switch from ‘program mode’ to 

‘run mode’ or write protection disabled)

• Traditional software security principles (e.g., input validation) 

are vital

• Additionally, pay attention to PLC-specific software security 

principles

o Vulnerability taxonomy and static analysis tool by (Valentine, 
2013)

o Top 20 Secure PLC Coding Practices: https://plc-security.com/

• Attackers might create ladder logic bombs (payload DoS, 

manipulate sensor readings, data logging) and conceal 

them within add-on instructions or subroutines (Govil et al., 
2017)

SBA Research

(Valentine, 2013)

https://plc-security.com/
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Resilient Control Systems
Security-Aware I&C Engineering

• Fault-tolerant control design is a long line of 
research

• However, attacks can be performed in a 
coordinated fashion

• According to (Dibaji et al., 2019), resilience-
increasing mechanism can be grouped into:

o Game Theory

o Event-triggered Control

o Mean Subsequence Reduced Algorithms

o Trust-based Approaches

SBA Research

(Cardenas et al., 2008)

(Dibaji et al., 2019)

“A resilient control system is one that maintains state awareness and
an accepted level of operational normalcy in response to
disturbances, including threats of an unexpected and malicious
nature.” – (Rieger et al., 2009)
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Physics-based Intrusion Detection
Technical Security Controls
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• Determine inconsistencies between the 
observed and expected systems’ behavior or 
whether something is physically impossible

• According to (Giraldo et al., 2018):

o Prediction: Given sensor 끫毌끫殰 and control 
commands 끫歬끫殰 , predict a future expected 
measurement �끫毌끫殰+1

o Anomaly detection: Given a time series of 
residuals 끫殾끫殰 (the difference between the received 
sensor measurement 끫毌끫殰 and the predicted 
measurement �끫毌끫殰), determine when to raise an 
alarm

– Can be further divided into: stateless and stateful

tests (Giraldo et al., 2018)

(Giraldo et al., 2018)
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Conclusion and Outlook
Security by Design for Industry 4.0

SBA Research

Security Development Lifecycle
Establish security as a ‘first-class citizen’ in the 
engineering and operation of industrial control 
systems.

Utilize Engineering Data
Security risk identification can be automated by 
using existing engineering artifacts. In addition to 
safety, take product quality aspects into account.

Cyber-Physical Risk Quantification
Apply mathematically sound approaches to 
analyze security risks. Record loss events to 
build a database of internal historical losses.

Robust and Resilient ICSs
Use resilience-increasing mechanisms when 
designing control systems and take advantage 
of the physical layer for attack detection.
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