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Challenges in OT Security
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STRICT USER AUTHENTICATION 
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LEAST PRIVILEGED ACCESS STRATEGY 
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VISIBILITY IS KEY
QUALITY OF CENTRAL INTELLIGENCE HAS A HUGE IMPACT
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So where are we now?
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3 CRITICAL OBJECTIVES ARE STILL THE SAME

SEAMLESS USER EXPERIENCEZERO FALSE NEGATIVE LOW FALSE POSITIVE
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HOW TO AVOID COMPLEX 
DEPLOYMENT AND SECURITY GAPS? 
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We have new threat actors in our lives
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Networks

Users

Building access

Data access
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Loss of control with remote working

Unknown 
networks

Unknown 
users

Unknown 
IoT

New attack 
vectors
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POP QUIZ

What is this?
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Original App: 143 lines of code

With Dependencies: 188,936 
lines
From 45 different packages
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ONLINE FIRMWARE SCANNER SERVICE

Upload IoT devices�¶���I�L�U�P�Z�D�U�H���D�Q�G��
get back a detailed risk report 



16©2022 Check Point Software Technologies Ltd. 

AUTOMATION & ORCHESTRATION

1
COMPLETE 

3 PREVENTIVE

2 EFFICIENT
Centrally managed using a single 
console and a unified policy

Focused on threat prevention and 
protects from zero-day attacks 

Supports all of the Zero Trust principles, 
End-to-End across Cloud, Network, 
Workloads, Endpoint, Mobile and 
applications

WORKLOADS

NETWORKS

DEVICES

PEOPLE

DATA

VISIBILITY & ANALYTICS

AUTOMATION & ORCHESTRATION
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�{ Zero Trust is an Essential Strategy 
pre and post pandemic

�{ Implementation should be practical 
and easy no matter where the end 
user is

�{ Check Point Infinity - a Consolidated 
Zero Trust Security Architecture 

Summary
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