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not specify an Internet standard of any kind. Distribution of this
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Abstract

Internet Transparency via the end-to-end architecture of the Internet
has allowed vast innovation of new technologies and services [1].
However, recent developments in Firewall technology have altered this
model and have been shown to inhibit innovation. We propose the
Firewall Enhancement Protocol (FEP) to allow innovation, without
violating the security model of a Firewall. With no cooperation from
a firewall operator, the FEP allows ANY application to traverse a
Firewall. Our methodology is to layer any application layer
Transmission Control Protocol/User Datagram Protocol (TCP/UDP)
packets over the HyperText Transfer Protocol (HITP) protocol, since
HTTP packets are typically able to transit Firewalls. This scheme
does not violate the actual security usefulness of a Firewall, since
Firewalls are designed to thwart attacks from the outside and to
ignore threats from within. The use of FEP is compatible with the
current Firewall security model because it requires cooperation from
a host inside the Firewall. FEP allows the best of both worlds: the
security of a firewall, and transparent tunneling thought the
firewall.
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CWE-259: Use of Hard-coded Password

Weakness ID: 259 Status: Draft
Abstraction: Base
Structure: Simple

Presentation Filter: | Basic v

Description

The software contains a hard-coded password, which it uses for its own
inbound authentication or for outbound communication to external
components.

Extended Description

A hard-coded password typically leads to a significant authentication
failure that can be difficult for the system administrator to detect. Once
detected, it can be difficult to fix, so the administrator may be forced into
disabling the product entirely. There are two main variations:
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A sufficient number of events: 24 for a single-try (not remotely
resettable) device, and many more for a multiple-try (remotely
resettable) device (47 were used in the MC2969, but this number is
device-dependent and application-dependent).

Event-wise balanced (as nearly as possible equal numbers of 'A’ type
events and 'B’' type events).

Pair-wise balanced (as nearly as possible equal numbers of 'A A', 'A
B, 'BA!, and *B B* palrs).

No more than four 'A’s or 'B's together.

Different numbers of groupings (singles, pairs, etc.) of 'A’s and
R

Minimal length of repeated strings, including complements and reverse
order,

Non-periodic.

Non-symmetrical.

Minimum length of strings repeated in all other patterns used for
UQSs, with particular attention to strings aligned in the same
position.




B'G1),-./0$' ()H$51)&/)J7')#1)8-)K*78)B")9.'+:

1#(0.#383)$0%5$8.$%, -./0)&/$&/593%5%(0%: &0" #->"&
3/5/0%:8:2%.$/#(8#<80"/$&$0)3%&H#<&:%$/>(

8/<<%.%(0/'3&$/>('33/(>&#(&'33&,/.,-/0%

7 >$"%p% %0%g9%U)5."%p%g%0%

7 cO0#:%5,*".%=0<"$"6%W..0$#%3,$3',#Y %0$%?0#:%5,*".%'
1)'5#

7 @,%)5%,.%=$"."*#%.#)#,3)55/%W3,$3" #%5)#3:F'=Y %$)#:"
6/%)(,3)55/%W6S$,-"*%?/%)%35034%="5."Y%d%1)'5#



B'G1),-./0$' ()H$51)&/)J7')#1)8-)K*78)B")9.'+:

13#,7&9-3%$%&/$(A0&(%,%$3$'./13)&'&$0'(:'.: & EB&, 3#,?
7 L)=)3,#,-"5/F30'=5"6%2L%.,;*)5%#:)#%)3#.%).%)*%)66,#,0
)#.%:%.,;%)5
7 2==5/*%XL%=0<"$%#0%#:"%3,$3" #%<0*A#%=$06'3"%)
E'$$/2%&Q0" #->"C"#3%T &, #59#(%(0$&5') & 4%& 5#-(0S
"2/(>&0"%&,/.,-/0&0.",%$&0"%)A.%&$#3:%.%:&0#& .-
HOO#HF/0%E&SP/: Y0P E&H<&'&:#-43%CH/:%:&,/.,-[0&4#' .

7 E#)#".%.:0$#%3,$3' #.%6"%#0%.0("#:,*:%1)55,*:%)3$0..



B'G1),-./0$' ()H$51)&/)J7')#1)8-)K*78)B")9.'+:

@#>1,&/$8/593%5%(0%:&=/0"
7 B"6*6)*#%"7?".".
7 @"51F3:"34,*;%50;,3%6".,;*.
[ 20X%;)#"%3)*%?"%,(=5"("*#"6%).%)* 698! $# &%0)*6%0
3%0..F3:"34"6
7 E)n0$,#/F50;,3%6"306,*;
7 J:05"%7?004.%1'55%01%"K0#,3%6".,;*%#"3:*,1".



B'G1),-./0$' ()H$51)&/)J7')#1)8-)K*78)B")9.'+:

E #>.'55/(>&/$&'3$#&9.%600)&'3/%(

7 1bL.%60*A#%%$*%)%=30;$)(%,*%)*/%30*-"*#,0%)5%."* "

7 B"%.3)*%3/35".9%6)*6%)%$"%=30;$)(("6%,*%5)66"$%50;, 3%!
(06"$*9610$(.%5,4"%,* #3$'3#,0%%65, #%WSbY 9%(0.#%01%:-
60<*%6#0%1)*3/%5)66"$%50:,3

7 @3)*%3/35"%#)4" %, *='#%1$0(%-)$,0'.%."*.0$.9%=$03".."
"*6.960'#%.,:*)5.%#0%30*#$05%6"-,3".%5,4"%=5)*#%()3:,*

7 1bL%0="$)#".%,*%)%#,::#5/F30'=5"6%500=0< # %o#:"%=/.
1 #"(%6#:)H% #%(0* #0$.%)*6%30*#$05.9%$".=0*6, *: %6#0%
#,('5,%)*6%'.,*:% *#"$*)5%30(=0*"*#.%5,4"%30"*#"$.%) *6 %
#0%30*#$05%"K#"$*)5%=1/.,3)5%6"-,3".

1993)/(>&,#(2%(0/# (' 3& (HO/H#($S&H<8$%, -./0)&ISF&/(0%.



B'G1),-./0$' ()H$51)&/)J7')#1)8-)K*78)B")9.'+:

@Y% $&OH&H::&:%</(/O/H($&H<&Z$%,-./O)\

7 &"$0*%#"$(%
G8*10$()#,0*..,3:"$:" #H%p%
8*10%()#,0*%0% @,3:"$:",#%p%
8*105()#,0* % @"3'$,#/

7 G@,3:"$:" #.", 3:H# H %
N3:#C" #./#"("H%p
@"3'$,#IFOS, *#"6%B")5F#,("%./ #1 yame
0$%@"3'$,#/%10$%B")5F#,("%./.H
60A$&Z$%,-./0)\&/(&0"%&H#0"%.&S
"H#=&O0#&5'?%&.%'3C0/5%&$)$0
"1>"3)&.%3/'43%

7 O0%("#,0*%01%3$/=#0:$)=:/%03$%)*/#: *:%. (,5)$

----------

I"H$%& (1<$+,-&$



3#1-),'/+(4)B)$1)L77+)'CH)IT@T7*-)K*781

6(&5%:/,/(%1&$'2/(>&0"%&9'0/%(0A$&3/<%&H#2%../:%S:
1$$-%%
7 E"..,*;%)$0*6%<,#:%30(="#"$%)'#."*#,3)#,0*%;"#.%,*%#." %
01%#:,.
7)9/,'3&%G'593%VE&+-.>%#(AS&/(0%.($&'(:&. %5/ % (0P
0"%&$-.>%#(AP&,#59-0%.&=#.?
7 @'$:"0*A.%#,("%,.%1)$%#00%-)5') 25" %#0%.="*6%("..,*:%
<,#:%6)#)%"*#3$/

7 WNO#,"*#%%$"30$6.%)%$"%*0<%)33"..,75"%#0%)*/0*"%<:0%<
< #:%#:"%.'$;"0*Y



3#1-),'/+(4)B)$1)L77+)'CH)IT@T7*-)K*781)8

D#.9%8&>%(%.'3&$#3-0/#(V&T"%&</.$08&9%. $H#(&="H& #
0"%&5#.(/(>&3#>$&#(

7 N-"$/0*"%"5."%".".
#:,.%-= $O*A %50:(
#0%60%# $%<0%

7/ EO0.#%.'33"..1'5%
6"=50/("*#%01%
,*5"0%.,:*FO0*%
g

"#$%&'(D+4&-&&/



3#1-),'/+(4)B)$1)L77+)'CH)IT@7*-)K*781)8

L'./'(OV&7"%&9%.$#(&=/0"&0"%&>.%'0%$0&3%2%3&#
0"%&3#>>/(>&H(

L'./'(OV&T7"%&3#=%$0C$0'0-$89%.$#(&>%0$&0'$?%:&
' H-(:8%2% . )# (%AD&, #59-0%.$&"/00/(>&0"%E&$9', %68
9.962%(08&'-0#C3#>#-0

AB5-' *'3,-+8),.-"$)3"*$)$8,.-"*$5")/" 9,)"7)/="4, +."
$--96*>'"+/)-"3/")/"4/&3"] $)3*$5"*$7,">/&+(5"$)3"/'4,."

%)'1%(4,3"J5"#,,3J$(7
P GV")5#:3)$"%8*10$()#,0%%>"3:*050;/A.%B"5)#, - #/
1$025"(.H



3#1-),'/+(4)B)$1)L77+)'CH)IT@7*-)K*781)8

["%(&"#$9/0'3$&%$0./,03) &% (<#.,%&3#>/(&9#3/,/% P &0
,'0'$0.#9"/,
7 L5,*,3,)*%)#%)%+\%:0.=,#)5%".#,()#"6%:"%.="*#%Qgr%:0'$.
gkF:0'$%6)/%n'.#%50;;,*;%0*
[ W>0%;"#%)%:"*6$"6F:0'$%<""49%/0'%<0$4%gkF:0'$%6
7 +\%)5503)#"6%sk E%n'.#%#0%#%$/%)*6%%$"6'3"%50;0*%#,
("6,3)5%8>%./.#"(.

=$-',"&/88+)8"/)"["*%&+>&,"-5-" *-
P +\%\V")5#:%@"3%$"#)$/%E)##%\V)*3034



3#1-),'/+(4)B)$1)L77+)'CH)IT@T7*-)K*781)8

L./ (0&8&#<&0"/$&SP/(>3%&$/>(CH#H(&5%0"#: &/$&-$%:&=/0’
0"'0&.%M-/.%&0"0&0.":%.$&3#>&#-0&'0&0" % &% (. &#

7 >$)6"$.%:,%"6%, #"$*.%:
35,=20)$6.%30°#),* ;%
'$/0*"A.%=)..<0$6.%#0
0%)$0*6%7?"10$"%#S$) 6 mm——e=,

0="*"6%6)*6%50;%,*%6)5 ii;—,; e ,_,;; L)
#3)6"$. ‘= R

7 b,4"%.'$;"0*.9%#$)6' $A\ e g =T il
#,("%,.%-)5") 25" igg*”
7 E0$"%.,*;5"%.,;*F0*%,* __ - ;

)3#,0* %

I"H$%6& ()$83+,-(I""7(B+4F"8



3#1-),'/+(4)B)$1)L77+)'CH)IT@7*-)K*781)8

1(#0"%.82"./'(08#<&0"/$8'99%' $&/(&>./:&,#59-0/(>

7 Q*'%=3$0n"3#%("(?"$%0?#),*.%)%();,3%3"$#,1,3)#"%#0%(
<0$4%)*6%"-"$/0*"%"5."%.:)$". %, #

7 @ #'%."3'S,#%()%):"$%:)6%#0%30(=5),*%#0%"."$.%o#:)#%)
#:"19%6,6*AHY%(,*6%"-"$/0*"%" . *:%#:"%.)("%3"$#9%, #.960$,;
0<*'$%:)6%2""*066")6%10$%.0("%#, ("%)*6%30'56%6#:" /%=
0("0%"%:"*"$)#"%) %*" <% 0*"%#0%.:)$"%)$0*6

R./:&,#59-0/(>8&$%,-./10)&/$&#<0%(&" (:3%:&0" #->"8$"#
3/2%:&,%.0/</,'0%%$

7 X0%#:"%.)("%#:,*;%).%\"$2"$0.%#, 34" #.9%?'#%7?) 65/

7 B0="%,*%,;3)6%.#'6"*#.%#0%30*#,*'0".5/%%$"*"<%3"$#.%10
("(?"$.%<:0%:)-"%50*;F$**,*;%0,%,6%n07.



3#1-),'/+(4)B)$1)LT77+)CH)I7@7*)K*781)C
18" %&<%=8&/($0/0-0/#($&""2%&,0-'33)&."::.%$$%:80"%

1/.&0.'<</,& #(0.#38-$%$&$" . %0:&Q> #-9T&I'$$=#.:$&<
$)$0%5$80™0& #(0.#38&."" . I&('2/>'0/#(&'(:&
#55-(/,'0/1#($&>%".1&

0"%&/($0.-5%(0&3'(:/—= = oy e
$)$0%5&Q6@+T|&(r ary =] %
$/5/3'.&%M-/195%(0 ?Lq
7 >:,.%,%72/%6".,;*9%* Eh i

).%)%<0$4)$0"*6 L

7 N-"$/0*"%,*%#:"%:$0'=%4*0<.%#:"%=)..<0$6
7 @O("#:,*:%<0*A#%7?"%,%)33"..,75"%10$%5)34%01%)%-=). .
7 kgm9%01%U22%1)3,5,#,".%,*%#:"%+@%'."%:;$0'=%=)..<0$



3#1-),'/+(4)B)$1)L77+)'CH)IT@7*-)K*781)8

1(#0"%.&/($0/0-0/#('3/$%:89.",0/,%&/$&0"%&deC"#-.&3:

7 O0F0*"%"-"$%50;.%0'#

7 +."6%,%%:,::F)-),5)?,5,#%./.#" (. Yok )#%3)* A#%S$,.4%,*)33"..
6"'%#0%5)34%01%)%=)..<0$6
7 @=""6.%'=%.:,1#%3:)*:". % *%30*#,*0".5/F()**"6%./#"(.

1&2'./'(0&/$&0"%&/55#.0'3&,%.0/</,'0%&Q$%%&%". 3/%

7 L"$#,1,3)#'%:).9%)*%,*1,* #'%5,1"#,("9%0$
7 L"$#,1,3)#"%6"#),5.%)$"%*"-"$%3:"34"6



3#1-),'/+(4)B)$1)L77+)'CH)IT@T7*-)K*781)8

E.#43%5&,#5%%$&'4#-0&<.#5&0"%&X ha$&5'/(<.'5%&5
$%,-./0)

7 J)54%,*#0%#:"%W. *:
=:/.,3)55/%."3'$"6%
#'$(,*)5%$00(

7 @ #%60<*%)#%0*"% 0%
#'$(,%)5.

7 233"..%#:"%W. *'5)$Y
0,*1$)("

1"#$%&'(D+/+<&3+8



3#1-),'/+(4)B)$1)L77+)'CH)IT@7*-)K*781)8

S'$&(%2%.&4%%(&-9:'0%: &<#.&5#:%.(&-$%
7 00()6,3%./.#"(D6"-,3"%"."
7 J0$4%,.%3055)20$)#,-"D.:)$"6%$)H: "$%6e#:)*%. *:5"F'."$
7 LO*-"*#,0%)5%)33"..F30*#$05%(06"5.%60*A#%<0$4
7"I$8/$8&) %08 (H0"%. 8#<&0"%&5'()&.% SH($S&<#.8&0"%&
_4IM-/0)&#<&9'$S=#.:$

7 00*'%01%#:,.%3$,#,3)5FH#0F)-),5)?,5,#/%1'*3#,0%)5,#/%<0
< #:960#:"$%) #:"4#,3)#,0%96("3:)*, (.



3#1-), /+(4)M#*+75)J/5&-01

N'(:#5&(-54%.&>%(%. 0/#(

| "#$%"&'(#)* ?5034.%"*#,5%"*0'";:%"*#$0=/%,.%)-),5)?5"

| "HE0 & (H)* 60" *AH
71(<#/3C"0&.%$#($%

7 Q*5/%"-"$%0" 80" & (#)*
@/(-G&?%.(%389.#2/:%$&'&$)S095&, 33&

7 8*%#:"%4"$*"'5%10%5%/")$.%?'#%<).*A#%.'==0$#"6%,*%;5

7 @0("%.'==0$#%1,%)55/%)66"6%,*%5)#"%R " gS



3#1-),'[+(4)M#*+75)J/5&-01)9.'+:

W3#,?7$1&4-0&'3$H&SHHE ()
7 JO$.#%01%?0#:%<0$56.
"#$0%& )+ J&)%/'0%11234%#3(805%&10%#0$%6& ()*+
7t #'%5,#"$)55/%.0
7=#&)%'.$& <0%.&0"/$&/$$-%&="$&</.$0&9#/(0%:&#-O

I"H596%0& '()*S+,-*$. 9%, [, 0#1/-#,(2(*3(03#4,0//*$+, #%,&(  35,($,
&/1.6777 0#1(.%#,81.6,%#62#6,9(*'%,5/6,(,5#9,08'#%. /5,6($:B#%%

| 4428797 | EXT4-fs (vdal): mounted filesystem with
ordered data mode. Opts: data=ordered
[ 130.970863 | random: crng init done

-890'#-: -(J#%, &*%,0#&(2*/.6,9/6%0#
| U . #%<)*#"6%#0%=0,*#%#:)#%0'#e



3#1-),'[+(4)M#*+75)J/5&-01)9.'+:
0%'.3)&'8&)%".& <O R

< O#+($,'1,0#,1/--1$,5/6,=-0:#: >*$.2,%8%#-%, [, @+#,  %".1),(,
O//'A,BCD,12#6, *-#4,'&# %% #,08+($, | #2#$, 16##" *$'/,1/ $%.-HEE3H2#3,
2FG,3("/"%,BCD,<',1($, &#6#5/6#,0#, (6+.#:, &(', &#H64%5,$/,9(8,/,. %o,
+#6($:/-H1,/$,>*$.2,1/66#1'38

E'0,"&$-45/00%:&0#&5?%&/0& (#(43#,?/(>&'$&'&-$%.C!
H#OO/H(

7 U0550<"6%7?/%)*%,*#"$(,*)?5"%#:$")6%.#$"#3:,*;%#0%: *6
("..);".%)3;',*;%)?0'#%,#



3#1-),'[+(4)M#*+75)J/5&-01)9."+:

O#H(C@/(-G&$)$0%55&$#32%:&0"%&9.#43%5&)%'". $&"
5'2/(>&0"%&:%2/,%;,'33&(#(43#,2/(>
B4,"%.$)3/*"3,9+(,">./3%(,-"4+84" G%$&+'5">-,%63/<.$) 3/*"
1%'>%"3$'$"=+'4/%",9,." J&/(7+)8

A *Q0H(W+8&5'(9'>%

*(&@/(-G&$)$0%5$1&'<0%. &' (#0"%.&0". %%&) %' . SEH<S
/$5-9%&="$& . %$#30042
4)&5'?/(>&

- $%&()
43#,7&' $&=%33




3#1-),'[+(4)M#*+75)J/5&-01)9.'+:

6<&)#-8:/$'43%:&0"%&43#,2/(>18=""08=H#-3:&"99%)(]
7 WMO0'$%)==5,3)#,0*%<0'56*A#%)==")$%#0%:)*:D3$).:%)#
(0$"Y

7 G@O("<:"$"%0*%#:"%8*#"$*" #Yot:"$" %)/ %72 %) Yo. #" (Yo#:
$* *106<,#:%$"6'3"6% " *#$0=/H

7 VO0<%,.%#:)#%"K=50,#)?5"%"?/%)*%)##)34"9]



N$.E-+)607&%-51

+#&=")&/$&0"/$&SHE&""

7"/$&Q'(Z&5'()&#O"%. B i
/$5-%$T&' . %8&%G'SW = i

|||||

: heel ‘-\ |

#<&=/,2%:89.#43% @ [fE M E F
7 LO*3"=H9%1$0(%H: "%, il -

1 "56%01%.03,)5%
7 1$0= O"6% *0o#:"%gqV” %) %)%(")* %01%(06"55,*,%# "=
6")5,%,%<,#:%.03,)59%"*-,$0*("*#)59%)*6%=05,#,3)5%,.."

FEEERTIEE T

1"#$%8&'(D/+/<&3+8



N$.E-+)607&%-51)9."+:

15#(>$0&'8&=/,7%:89 #43%5AB8=%"9#(.)&' . %6&S-,"&:/2%
063%5%(0$& $F

@', ?&#<&'()&:%</(/0/2%&<#.5-3'0/#(&#<&0"%&9.#4 3%

@', ?&#<&'&P0#99/(>&.-3%&

7 Q*%01%#:"%30%"%$"I',$"("*#.%103%6")5,*;%<,#:%)%<,3.
=$075"(%?"30(".%*0#%6"3,6,*;%#00%")$5/%<:,3:%.05'#,0*
;0,*:%#0%)==5/

+#3-0/#($&0"08&".%&.'0%'43%&#(3)&'$&Z4%00%.\&#.&

(#0&0.-%&#.&<'3$%

7 N$#,3'5)$5/%7?)6%10%$%."3'$,#/%;""4.

7 >"$"%)%$"%0*5/%#<0%0=#,0*.9%)?.05'#"5/%."3'$"%0$%)?
"33



N$.E-+)607&%-51)9."+:

O#&,3%".&/:%'&#H<&'&="1,"&$0%ID&#.&#9%.'0/#($&'.%0&
0#&>%0&0#&0"%&:%%/.%: &>#'3

182" 1%0)8H#<&/: Yo 3#>/,'3&' (:8&9#3/0/,'38:/<<%.%(,%$&
$0'2%"#3:%.$

BA,"3+##,.,)(,"J,'=,,) "4, +-" 4> NOS&B/ 43,48 )2 +-"
_4$.3"-(+,)(,0:"0A, (%.+'52"+"_>/>&,"=$)7+)8"$./9%)3"=+4+."
[>+)+1)-O

P b,*.%>0$-)56.9%R v



N$.E-+)607&%-51)9."+:

1&=/,7%:&9.#43%58&9.%%$%(0%]]]

7 00%35")$%,6")%01%<:)#%#:"%=$075"(%,.

7 00%35")$%,6")%01%:0<%#0%:"#%#0%)%.05'#, 0*

7 00%")./%<)/%H#0%# 55%<:"#:"$%/0'A-"%$")3:"6%/0'$%:0)-
7 255%01%%#:"%=)$#,3,=)*#.9%)$"%="55,*:%,*%6,11"$"*#%6



3#1-),'/+(4)F$>C@<-00705#*.-),<70'1)3#01
H/0&'&5#.%89#=%.<-3&%(>/(%

7 266.9%"K#$)%<",;:#%
[ @50<.%,#%60<*%);),*
7 266.%.,C"%

[ 8106#) 4" *%#0%"KH#S"(".%5")-".%5, ##5"%$00 (% 10$Y6)*/#:
*35'6,%:96)%6$,-"$



3#1-),'/+(4)F$>C@<-00705#*.-),<70'1)3#01
N9%6:-, %&=%/>"084)&</00/(>&'&3/>"0%.8%(>/(%

7 V)-"0#0%()4"%#:"%3)$%5,; #"$Y6H#0%30(="*.)#"% 10$VoH:"
=0<"$1'5%6"; *"

6<80'?%(&0#&%G0.%5%$&3%" $&O#&'&,".&0"0A$&3/C
06GHS?%3%0#(8=/0"8&'&5#0#.,),3%&%(>/(%

7 V). %5, (,#"6%)==")5%#0%#:"%:"*"$)5%()$4"#



3#1-),'/+(4)F$>C@<-00705#*.-),<70'1)3#01
B$%&%G#0/,&5'0%./'3$&3/?%&," . 4#(&</4.%&0#&:.%,.%

7 B),.".%#"%=3$,3"%)*6%):),*%6,.30'$):".%?'"$.



3#1-),'[+(4)F$>C@<-00705#*.-),<70'1)3#01
+0./98#-08'$&5'()&=%/>"0C"::/(>8&<%'0-.%$& $&IH$S/4-

7 >$)6"F011%7?"#<""*%="$10$()*3"%)*6%30(10$#

7 @0("%N'$,.6,3#,0%.9:)-"%.)1"#/%S$": 5)#,0*.%#:)#%)11"3#%
3)*06)*6%3)*A#%60

7 >$)6"011%2"#<""*06?" *:96)?5"%#0%."55%%#:"%3)$%, *%) %
(0$4"#%)*6%()4,*:%="$10$()*3"F$"6'3,*:%3:)*;".



3#1-),' [+(A)/+FSTINT7T@NT77

S/>"C%(:&-:/#&I$83/?%
"[>"C9%.<#.5'(,%&
$O#.0$8.,.&:%$/>(1&
#(3)&5-,"&$/33/%.




3#1-),'[+(4)/+F7)NTT@NT7)9.'+:
*g1&0" 0A$&(#0&.%'33)&0.-%F

*(3)&$0#99/(>&.-3%&/S8Z H=85-," &5H(%)E-#%%$80"%&

] ()
O %&, -$O#5% .< 215Mlt:’m§ Total) Page 1 of 3

"2%I\

Opera
The worlds ultimate and most expensive amp and we are the exclusive $) _YOUR PRICE: $490,000

worldwide dealer. Hand made in Italy, 20,000 watts, 220 volt AC, 6 feet
7 2*/% O 5 '# O*cy tall, mutli channel capability, will power any speaker ... awesome! m Have one to sell?
| ]
) Sku# 7749 ¥ More Info @ Exclusive Dealer O Factory Dealer & Not 3 Dealer =

' () . "5 5% y"- % il $ RETAIL PRICE: $350,000

SH-833

" ngh A\ %0 R 150watts SE Class A monoblocks 833 triodes silver wires 20-100khz ~ YOUR PRICE: sSOLD
2V HH O#t: 0 | moure |

$| RETAIL PRICE: $650,000

Have one to sell?

< . ) E E %| 1 _ ] |$/O*| 1 | skus77.56 i More Info © Exclusive Dealer O Factory Dealer @ Not a Dealer «
L ]

bl $) _RETAIL PRICE: $265,000
T "O . N o Gaku-on Monoblocks i o
5 . A) _) . 4 . New, Triode tube amp, 45 watts per ch, 211 tube, Class A, single $! 'YOUR PRICE: $163,600
Sku#77-17  [*1More Info

ended, no feedback, all silver wire, sealed in the box
m Have one to sell?
W?/%6"1,* #
- ] ] ]
AUDIO NOTE

@/5/0$8. %8
:%</(%:&4)&"#:&5-,"&:##C:##&)#_&,.(&,#5%&_9&:/(

1"#$%&'(J+-*&$KC+

$| RETAIL PRICE: $200,000
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Home | All Systems v Analog Systems v | About Us v | Shop v

Home » Shop # System-Enhancing Products » Black Diamond Room Treatment Crystals

Black Diamond Room Treatment

Crystals

NEW PRICING!! We've been discovering the benefits of our
Black Diamond crystal technology for several years now and
learning more about their AMAZING properties. Based on our
extensive and meticulous research, we now offer you two
complementary, but different, products — Black Diamond
Component Crystals and Black Diamond Room Treatment
Crystals.

When properly applied, the Black Diamond Room Treatment
Crystals actually manipulate the way sound behaves in your
space, with phenomenal results. You can expect dramatically
improved focus and a greater sense of realism and dimension in
the soundstage as the walls and ceiling seem to open up. No
longer will your sound be “electronic”, but it will have a presence
and excitement of a live performance.
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DESCRIPTION

GL-833-A is a three-electrode transmitting tube
of the high-mu type for use as a radio-frequency

amplifier, oscillator, and Class B modulator. Be-

As a result of its construction, the 833-A pro-
vides exceptional efficiency at high frequencies. It
can be operated in Class C telegraph service with
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