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Worst Powerpoint Animator in the history of Powerpoint

CDC-LAB\K-BusinessCom AG



 Nina Azimikhah

 MSc – IT Security – FH Campus Wien

 Senior Cyber Security & TI Analyst @ K-BusinessCom AG // Threat Intelligence Lead

 Lecturer @ FH Technikum Wien // Digital Forensics & Incident Response

 SANS GCFA Certification – Certified Forensic Analyst

 SANS GNFA Certification – Network Forensic Analyst

 Twitter: @ninz0r

PS:>WHOAMI
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Disclaimer

This workshop can create false alerts by your security 

products (Antivirus, EDR, etc.)

Please be aware / keep that in mind
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USB Stick Content
USB Stick Content – Verteilung (Password: nina)



Agenda

1. Initial Infection

2. Registry Analysis

3. Event Log Analysis

4. Network Analysis

5. Execution Analysis

6. Dynamic Malware Analysis

7. Summary of the Attack

8. Final .bat File Analysis

9. Outro
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A bit of Theory
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Incident Response

Addressing the aftermath of a security breach / attack to varying 

degrees.

The fire department of cyber security.



Hands - On



The happening
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"Dieses Foto" von Unbekannter Autor ist lizenziert gemäß CC BY

https://viruscommunityoffical.blogspot.com/2016/10/some-useful-websites-for-hacking_10.html
https://creativecommons.org/licenses/by/3.0/


Initial Infection

LNK File

01
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 Filename extension for shortcuts

 Basically a "link" or shortcut to the original file or application

 Contains

 Type of data

 Path to destination

 Application that opens the target document

LNK – File
What is it?
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Tool: LECMD - Zimmermann
LNK Analysis
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LNK File – Initial Compromise
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Question: 

What does the LNK File really do?

HandsOn – LNK File Analysis

(might be flagged as malware - is not malicious but 
do not double click anyways ☺ )
• Forensic File: 1 Initial Infection
• Tool: LECmd_dotNetX.zip
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LNK-File
Solution
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LNK-File
Solution



The Findings so far

1) A user opened a mail which contained a malicious Shortcut File (.LNK).

2) The malware within the mail executed and downloaded a Powershell Script “Registry 

Backdoor.ps1” from “nina.pw”.
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Registry Analysis

Run Key / NtUser.dat

02
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 Hierarchical collection of database files

 Stores config data for OS

 Root keys

 HKEY_CLASS_ROOT (HKCR)

 HKEY_LOCAL_MACHINE (HKLM)

 SAM

 SECURITY

 SYSTEM

 SOFTWARE

 DEFAULT

 HKEY_CURRENT_USER (HKCU)

 HKEY_USERS (HKU)

Forensic Artefact – Registry Keys
What is it?
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 Every user on the system owns a file called NTUSER.dat

 Located in C:\Users\<Username>\NTUSER.dat

 Associated root key: HKEY_CURRENT_USER

 Contains information about

 Most recently used files

 Files that have been searched recently

 Typed URLs

 Everything that is user relevant

 Automatic running scripts when user logs in

Forensic Artefact – Registry Keys
NTUSER.dat
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 Autostart Extension Point

 Many locations where Autostart can be defined

 Registry Keys are one of them

 Common persistence technique

 Run / RunOnce Keys

 Many more...

Forensic Artefact – Registry Keys
What is it?
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 App.exe or script which should be started is written into registry key

 If user logs in --> /app/.exe/script executes

 User level

 Used if no admin/system privileges available

 HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

 HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce

 System level

 HKEY_CURRENT_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

 HKEY_CURRENT_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce

 HKEY_CURRENT_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run

Forensic Artefact – Registry Keys
What is it?
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Tool: Registry Explorer - Zimmermann
Registry Explorer
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Question: 

Can you find Malware in the registry? (which 

was indicated by the RegistryBackdoor.ps1 in 

the .LNK File)? 

HandsOn – Registry Analysis

USB Stick:
• Forensic File: 2 Registry Analysis
• Tool: RegistryExplorer_dotNetX.zip
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Solution - Registry
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Solution - Registry



The Findings so far

1) A user opened a mail which contained a malicious Shortcut File (.LNK).

2) The malware within the mail executed and downloaded a Powershell Script “Registry

Backdoor.ps1” from “nina.pw”.

3) The RegistryBackdoor.ps1 set a Run-Registry Persistence Key which executes every 

User-Logon.

4) The Run-Key "Google_Update_OneDrive“ starts another powershell script 

(“sys_l1gma.ps1”)
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EventLog Analysis

Powershell

03
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 Provides detailed information about activity on the system

 Generates huge amount of information

 Stored locally

 Each event is recorded in Event Log

 Depending on type of event --> specific details are recorded

 Five different event types

 Error

 Warning

 Information

 Success Audit

 Failure Audit

 Recorded events are written by event log sources to event log files (.evtx)

Forensic Artefact – Windows Event Logs
What is it?
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 Three primary Logs

 Security: Audit Logs, Group Policies, etc.

 E.g. failed logon, successful logon, folder access, etc.

 System: Information about the OS, system drivers, resources

 E.g. system shutdown, service stopped

 Application: Software events

 Written by apps

 Depending on which app is installed --> different information

 E.g. Windows Defender --> Microsoft-Windows-Windows Defender%4Operational.evtx

 Location: Windows Vista/7+

 %Systemroot%\System32\winevt\Logs

Forensic Artefact – Windows Event Logs
What is it?
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Tool: EvtxECmd.exe (EventLogExplorer) - Zimmermann
Eventlog Explorer
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Question: 

What does the Powershell Script within the Run-

Key “sys_l1gma.ps1” do? 

HandsOn – Eventlog Analysis

USB Stick:
• Forensic File: 3 EventLog Analysis
• Tool: EvtxCmd_dotNetX.zip
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Hands-On: Eventlogs (Powershell)
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Hands-On: Eventlogs (Powershell)
EventCode 4104 / 4103



The Findings so far

1) A user opened a mail which contained a malicious Shortcut File (.LNK).

2) The malware within the mail executed and downloaded a Powershell Script “Registry

Backdoor.ps1” from “nina.pw”.

3) The RegistryBackdoor.ps1 set a Run-Registry Persistence Key which executes every User-

Logon.

4) The Run-Key "Google_Update_OneDrive“ starts another powershell script 

(“sys_l1gma.ps1”)

5) The powershell script downloads a .PNG File (sugma.png) from “nina.pw”.
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Network Analysis

Wireshark

04

Workshop – IR |(N)    Public 40



 Wireshark

 Network protocol analyzer

 Captures packets from network connection

 Slicing and dicing of data using filters

 Visualizes conversation and network streams

 Troubleshoot network, trace connections, view content of suspicious network transaction etc.

PCAP / Wireshark
What is it?
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PCAP – Network Analysis
Sniffing.pcapng
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Question: 

What did the powershell script really 

download?

HandsOn – Network Traffic 
Analysis

USB Stick:
• Forensic File: 4 Network Analysis
• Tool: WiresharkPortableXX_3.6.5.paf
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Hands-On: PCAP Analysis
Solution
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Hands-On: PCAP Analysis
Solution
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Reminder: Eventlogs (Powershell)
EventCode 4104 / 4103



The Findings so far

1) A user opened a mail which contained a malicious Shortcut File (.LNK).

2) The malware within the mail executed and downloaded a Powershell Script “Registry

Backdoor.ps1” from “nina.pw”.

3) The RegistryBackdoor.ps1 set a Run-Registry Persistence Key which executes every User-

Logon.

4) The Run-Key "Google_Update_OneDrive“ starts another powershell script 

(“sys_l1gma.ps1”)

5) The powershell script downloads a .PNG File (sugma.png) from “nina.pw”.

6) The .PNG File (sugma.png) seems to be an executable (CPU_Sugma.exe).
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Execution Analysis

Prefetch / Shimcache

05
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 Stores application data (at first launch) in order to start the app quicker

 Saved as files at location: C:\Windows\Prefetch

 Evidence of application execution

 Prefetch contains following information:

 Path of execution

 Last time of execution

 Number of times the application has been executed

 File handles (loaded DLLs by application)

Forensic Artefact - Prefetch
Execution Analysis
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Tool: PECMD - Zimmermann
Execution Analysis
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Question: 

Was CPU_Sugma.exe executed successfully?

When was CPU_Sugma.exe executed?

HandsOn – Execution Analysis

USB Stick:
• Forensic File: 5 Execution Analysis
• Tool: PECmd_dotNet4 (Prefetch)



Hands-On: Prefetch Analysis
Execution Analysis
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Hands-On: Prefetch Analysis
Execution Analysis
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PECmd.exe -f „[PathToPrefetch]\CPU_SUGMA.exe-AB3CD4A0.pf"



The Findings so far

1) A user opened a mail which contained a malicious Shortcut File (.LNK).

2) The malware within the mail executed and downloaded a Powershell Script “Registry

Backdoor.ps1” from “nina.pw”.

3) The RegistryBackdoor.ps1 set a Run-Registry Persistence Key which executes every User-

Logon.

4) The Run-Key "Google_Update_OneDrive“ starts another powershell script 

(“sys_l1gma.ps1”)

5) The powershell script downloads a .PNG File (sugma.png) from “nina.pw”.

6) The .PNG File (sugma.png) seems to be an executable (CPU_Sugma.exe).

7) The executable CPU_Sugma.exe was executed from the C:\temp folder (on 16.05) .
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Dynamic Malware Analysis

Procmon

06
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 Actually running malware sample

 In isolated virtual environment

 Observe behavior

 Debugger can be used to determine functionality

Static analysis

 Without running malware sample

 Can be reverse engineered by loading executable into disassembler (e.g. IDA)

 Check what the malware is capable of and what it is doing

Dynamic Analysis
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Tool: ProcMon (Sysinternals)
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Question: 

What does CPU_Sugma.exe do?

HandsOn – Dynamic Analysis

USB Stick:
• Forensic File: 6 Dynamic Malware Analysis
• Tool: ProcessMonitor.zip



Hands-On - Dynamic Analysis
CPU_Sugma.exe
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Hands-On - Dynamic Analysis
CPU_Sugma.exe
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The Findings so far

1) A user opened a mail which contained a malicious Shortcut File (.LNK).

2) The malware within the mail executed and downloaded a Powershell Script “Registry

Backdoor.ps1” from “nina.pw”.

3) The RegistryBackdoor.ps1 set a Run-Registry Persistence Key which executes every User-

Logon.

4) The Run-Key "Google_Update_OneDrive“ starts another powershell script 

(“sys_l1gma.ps1”)

5) The powershell script downloads a .PNG File (sugma.png) from “nina.pw”.

6) The .PNG File (sugma.png) seems to be an executable (CPU_Sugma.exe).

7) The executable CPU_Sugma.exe was executed from the C:\temp folder (on 16.05) .

8) The executable CPU_Sugma.exe creates a .BAT File named “Lee-Gandhi.bat”.
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Summary of the Attack07
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.LNK File

Internet

Persistence (Registry Run 
Key)

su
gm

a.
pn

g

1.

2.

3.

4.

5.

6.

Execution of 
CPU_Sugma.exe (which is sugma.png)

CPU_Sugma.exe creates 
Lee_Gandhi.bat
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Final .bat File Analysis08
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Question: 

What does LeeGandhi.bat do? (pls do not 

execute this file ☺)

Final HandsOn – 7 Final 
LeeGandhi.bat

Zip - Password: cdc
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Hands-On – LeeGandhi.bat



The Findings so far

1) A user opened a mail which contained a malicious Shortcut File (.LNK).

2) The malware within the mail executed and downloaded a Powershell Script “Registry

Backdoor.ps1” from “nina.pw”.

3) The RegistryBackdoor.ps1 set a Run-Registry Persistence Key which executes every User-

Logon.

4) The Run-Key "Google_Update_OneDrive“ starts another powershell script 

(“sys_l1gma.ps1”)

5) The powershell script downloads a .PNG File (sugma.png) from “nina.pw”.

6) The .PNG File (sugma.png) seems to be an executable (CPU_Sugma.exe).

7) The executable CPU_Sugma.exe was executed from the C:\temp folder (on 16.05) .

8) The executable CPU_Sugma.exe creates a .BAT File named “Lee-Gandhi.bat”.

9) The Lee-Gandhi.bat File has code to alter the FHs Database.
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Outro
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We Want You!!111

Looking for Cyber Defense Warriors 

• Cyber Security Analysts (Austria – FT – 50k+)

• Senior Cyber Security Analysts (Austria – FT - 70k+)

• Sadly, likely no CDC internships left this year :’(

Ping us in case of interest:

• Nina.Azimikhah@k-business.com

• She is the nicer one 

• but - increased risk of mistyping her mail address

• Gideon.Teubert@k-business.com



Workshop – IR |    Public 70

Golckel (Golden Retr. + Dackel)

 Quelle: https://www.holidogtimes.com/de/15-dackel-mischlinge-die-ihr-ganz-bestimmt-noch-nie-gesehen-habt/
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Gideon Teubert, MSc

Senior Cyber Security Analyst & Incident Response Lead

Cyber Defense Center

K-BusinessCom AG (ehm. Kapsch)

Wienerbergstraße 53

1120 Wien | Österreich

Gideon.Teubert@k-business.com

www.kapsch.net

Nina Azimikhah, MSc

Senior Cyber Security Analyst & Threat Intel Lead

Cyber Defense Center

K-BusinessCom AG (ehm. Kapsch)

Wienerbergstraße 53

1120 Wien | Österreich

Nina.Azimikhah@k-business.com

www.kapsch.net




