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Disclaimer
�-�]�N�A�m�N���L�a�_�¯�p���m�q�N���q�m���’� 
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Incident Response

Addressing the aftermath of a security breach / attack to varying 
degrees.

The fire department of cyber security.



Attack #1

I dictate your policy!!!

01
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Client + Server 

Terminalserver

RDP Bruteforce 

Internet
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DMZ + Server Network

Domain Controller

Password Dump

Exploits 

Internet

ExchangeTerminalserver
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On-Demand Backdoor
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Terminalserver
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Extraordinary Stuff

Sandbox 
Evasion

Communication 
only through 
Beachhead

GPO 
Persistence

No Artifact 
known by 

any AV

Reached 
�¬���m�a�]�A�p�N�L�­��

Systems through 
Beachhead

Custom 
Backdoor
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.

How long was the attacker active within the company - to take 
over the whole domain?

~ 12 hours ~ 14 days

~ 1 hour ~ 1 month
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Attack #2

There are no Advanced Persistent Threats in 
Austria �§Right? RIGHT?!
Let me introduce you to: TA-505

02
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Hmmmmmmm �”�—

Slow internet connection

�”���L�q�N���p�a���U�q�_�L�l�N�L�m���a�S�����
���p�l�A�_�m�S�N�l�l�V�_�T���p�a���A���m�U�A�l�V�_�T���i�]�A�p�S�a�l�^

�”���p�a���A���m�U�A�l�V�_�T���i�]�A�p�S�a�l�^���A�_�L���_�a�I�a�L�y���\�_�a�w�m���w�U�y



Digital Forensics & Incident Response 24

Slow Internet 
Connection 

(Data 
Leakage)

Winhelper

Bloodhound, 
Powerview�”

IR Trigger Backdoors
Command and 

Control
Internal Recon Evasion

Shimcache
Persistence

Cobalt 
Strike



Do you spot the problem?
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Applocker �§what are you doing?!
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Command and Control

�‡ C&C to seemingly legitimate domains.

�‡ Encrypted connections (https)

�‡ C&C domains partly newly registered (aka not flagged by security vendors)

�‡ Data Exfil to non-malicious File Sharing Host

Sample malicious domain: 
(Do not access)

microsoft-live-us[.]com
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Shimcache Persistence

���p�p�A�J�\�N�l���V�_�m�p�A�]�]�N�L���A���«�"�V�J�l�a�m�a�S�p�¬���-�A�p�J�U

�‡ Patches the legitimate service.exe 

�‡ Services.exe was clean when scanned

�‡ Nomenclature of normal windows patches

Installed only on a handful of systems to prevent detection / remediation
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Summary Attack #3

Slow Internet 
Connection 

(Data 
Leakage)

Winhelper

Evasive C&C
Bloodhound, 

Powerview
etc.

Cobalt Strike, 
Meterpreter, 
Named Pipe 

���a�^�^�•�”

IR Trigger Backdoors
Command and 

Control
Internal Recon Others

Shimcache
Persistence

Many more

Cobalt Strike

Meterpreter 
Backdoors

Fileless Malware

Process Injection 
Backdoor 
encryption

Malware 
Signature 

Change 1-day 
prior to attack

More Cobalt 
Strike

Powershell -
Invoke 

UserHunter

More Cobalt 
Strike
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Not our official logo. Please 
�L�a�_�¯�p���p�N�]�]���a�q�l���^�A�l�\�N�p�V�_�T���’� 
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How long did the attacker had full control over the company 
until the attack was discovered? 

~ 2 weeks ~ Less than 12 hours

~ 5-7 days > 4 months
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Conclusio03
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What is really happening in Austria?
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So �§what should we do?

Incident Response is reactive firefighting. 

Better approach:
Gain visibility and proactively monitor your environment instead of using a 

reactive approach (Incident Response) .

Use the combination of 
Prevent + Detect + Respond
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Transition

Gideon Nina



Digital Forensics - Chain of
Custody04
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�ƒ Often not time critical

�ƒ Not really about malware or trojans

�ƒ More about �«did the person do it or �_�a�p�—�¬

�ƒ Chain of custody

�ƒ Documentation, Documentation, Documentation

Differences to IR
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�ƒ Consultant

�ƒ Report serves as argumentation aid

�ƒ Report does not count as evidence in court

�ƒ Report is objectively considered by judge

�ƒ Certified expert witness �Ÿ�«���]�]�T�N�^�N�V�_���I�N�N�V�L�N�p�N�l���q�_�L���T�N�l�V�J�U�p�]�V�J�U���|�N�l�p�V�S�V�|�V�N�l�p�N�l���1�A�J�U�v�N�l�m�p�D�_�L�V�T�N�l�¬� 

�ƒ An exam is taken at court

�ƒ Has to take an oath
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Types of experts



Data Theft05
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�ƒ Company: Marvel

�ƒ Employee Slothman �«stole�¬��confidential data

�ƒ Gave them to competitor �«�����¬

�ƒ Slothman is going to start working at DC

�ƒ Behaved very suspicious during last work week

�ƒ Left company at 2021/11/26

�ƒ Pre investigation took place

Case: Employee Data Theft
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�ƒ Affected devices

�ƒ 1 notebook with a hard drive (HDD)

�ƒ 1 USB drive (BYOD) 

�ƒ Client sent us

�ƒ list of unique data names which are VERY sensitive �§level confidential

�ƒ MD5 Hashes

�ƒ Time period: 01.11.2021 �§26.11.2021
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Case: Employee data theft



Screenshot of file names �Ÿ�«���%���m�¬� 
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���A�p�A�”
�” we are looking for



�ƒ Acquisition of USB and HDD according to Chain of Custody

�ƒ Started investigating USB drive

�ƒ Was empty

�ƒ Next:

�ƒ File carving and file recovery on USB drive

�ƒ Filesystem: FAT32

�ƒ Was any suspicious on the USB drive?

�ƒ Timeline Analysis

�ƒ Time period: 01.11.2021 �§26.11.2021
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First step
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Carved and Recovered Files on USB



�ƒ If �L�A�p�N���«���V�]�N��created �¬��newer (or after) than �«���V�]�N��modified �¬���Æfile was copied
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Closer look at timestamp

File created File modified
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Folder Structure of ?arvel
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File Extraction



Prove that files were copied from HDD to USB drive

Serial number USB: 65E32894

Registry key: HKEY_LOCAL_MACHINE\SYSTEM\ControlSet##\Enum\USBStore

Tracks USB devices plugged into a machine (Last time written)
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Second Step
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Timestamp USB drive was plugged into machine



�ƒ 29.11.2021: Pre-investigation of the notebook through �F�O�L�H�Q�W�µ�VIT support
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29.11.2021 ???



Check HKEY_LOCAL_MACHINE\SYSTEM\MountedDevices for GUID

GUID is used to identify user that plugged in the device
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Other Artefacts �”
�” that can be used to identify if USB was plugged into machine by Slothman



�ƒ User profiles

�ƒ Marvel

�ƒ Nick_Fury

�ƒ Slothman

�ƒ Admin

�ƒ Check NTUSER.dat of Slothman if USB drive was plugged in

�ƒ \NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2
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Existing User on Notebook
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NTUser.dat of Slothman

MountedDevices



�ƒ USB drive contains �«stolen�¬��files

�ƒ USB device was inserted by user into machine

�ƒ Did Slothman copy the files from HDD to the USB drive?
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What we know so far �”
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Conntected usb drive with user profile of Slothman

Time when the file was copied to the USB drive:
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Connected USB drive with user profile Slothman to the notebook

Copied file to the USB



�ƒ Artefacts that might show us if user leaked data

�ƒ Emails sent?

�ƒ Dropbox or OneDrive installed?

�ƒ Emails are stored locally at

�ƒ %USERPROFILE%\AppData\Local\Microsoft\Outlook

�ƒ .ost files available

�ƒ Encrypted and also questionable if we are allowed to investigate

�ƒ Privacy 
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�!�N�p�®�mcheck for other artefacts



�ƒ OneDrive �Æused in daily business, not so interesting

�ƒ Dropbox installed?

�ƒ App usually installed at C:\Program Files (x86)\Dropbox

�ƒ Installer file dropped at: C:\Users\<username>\AppData\Roaming\Dropbox\installer

�ƒ Synched Folder: C:\Users\<username>\Documents\My Dropbox �Æcan be changed during installation
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Dropbox or OneDrive installed?



�ƒ Dropbox installation �§check

�ƒ �
�q�p�”�����’\Users\Slothman\Documents\My Dropbox did not exist �/

�ƒ What to do? �!�N�p�®�mcheck other directories, maybe user changed path to synch folder
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C:\Program Files (x86)
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�!�N�p�®�msearch the Synch Folder



�”�A�_�L��see what happens
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�!�N�p�®�mjust double click �a�_���#�q�p�_�a�x�•�i�_�T�”



�ƒReport will be delivered (Gutachten)

�ƒWith evidence

�ƒThe judge/lawyer will contact you most probably very often

�ƒData has to be stored for a longer period of time
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Project �§done
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This is the End ;(
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