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Jochen Borenich

.We transform for the better” g7 mit neuem Logo und neuer Strategie starten wir ins niachste
Geschaftsjahr.

Als Digital Business Engineer” leisten wir einen wesentlichen Beitrag (% fiir eine nachhaltige
Wirtschaft & Gesellschaft in der DACH-Region und in Europa eu

#digitalnow

#digitaltranformation

#sustainability

K-Businesscom AG



Digital Forensics & Incident Response

cdc-lab\gideon

CDC-LAB\Incident Response Lead
CDC-LAB\K-BusinessCom AG
CDC-LAB\M5c - IT Security - FH Campus Wien

Worst Powerpoint Animator in the history of Powerpoi nt

CDC-LAB\SANS GCFA Certificiation - Certified Forensic Analyst
CDC-LAB\SANS GCFE Certificiation - Certitied Forensic Examiner
CDC-LAB\SANS GDAT Certificiation - Defending Advanced Threats
CDC-LAB\Senior Cyber Security Analyst
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Nina Azimikhah

MSc 8T Security 8FH Campus Wien

Senior Cyber Security & Tl Analyst @ K-BusinessCom AG // Threat Intelligence Lead
Lecturer @ FH Technikum Wien // Digital Forensics & Incident Response

SANS GCFA Certification 8&Certified Forensic Analyst

SANS GNFA Certification 8Network Forensic Analyst

Twitter: @ninzOr
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Disclaimer
-INAmMN La_ p mgN gm

Picture Sources:

1) Loki 1: https://lwww.lego.com/de-de/product/mighty-micros-thor-vs-loki-76 091

2) Loki2: https://m.media-amazon.com/images/I/51rBIGTgimL._AC _.jpg

3) Ronan: https:/www.amazon.de/LEGO-Marvel-Guardians-Galaxy-Minifigure/dp/B01L36C Q7E

4) Thanos 1: https://www.amazon.com/LEGO-Thanos-Minifigure-Gauntlet-Infinity/dp/B07JBCN37D

5) Thanos 2: https://www.sunhotsell.com/?category_id=4928079

6) Hulk: https://www.amazon.de/LEGO-Marvel-Super-Heroes-Figur/dp/BO0979MYYO0

7) Dr. Strange: https://www.ebay.at/itm/Lego-Doctor-Strange-76060-Super-Heroes-  Minifigure/174035195718
8) Gauntlet: https://www.lego.com/de-de/product/infinity-gauntlet-76191

9) Captain America: https://legomarveldc.fandom.com/wiki/Captain_America

10) Ironman: https://www.lego.com/cdn/cs/set/assets/blt8651c6bf964ce8fb/76203_alt2.png

11) Black Widow: https://m.media-amazon.com/images/I/519m2UltygL. AC .jpg

12) Panic Lego: https://www.nerdfitness.com/wp-content/uploads/2012/06/Lego-Help-Get-Back-On- Track-590x391.jpg
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Incident Response

Addressing the aftermath of a security breach / attack to varying
degrees.

The fire department of cyber security.
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O 1 Attack #1

| dictate your policy!!!
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RDP Bruteforce

X

Terminalserver

Client + Server
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Password Dum

Terminalserver

DMZ + Server Network
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On-Demand Backdoor

AL ¥ Administrator: Eingabeaufforderun
“administrator Cither e g 9

Microsoft Windows [Version 16.6.19842.1526]
(c) Microsoft Corporation. Alle Rechte vorbe

C:\WINDOWS\systemi2»
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File Action
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X

15 Tasks [DC.

CONTO50.COM] Pol

~ A Computer Configuration
» |1 Policies
3 ] Preferences

v ¥, UserC

onfiguration

s [Z] Policies
= 1
w | | Preferences

y W
v [

<

Windows Settings
Control Panel Setting
G Data Sources

B Devices

' Folder Options
ﬁ‘ Internet Settings
] Local Users and ¢
Network Options
18 Power Options
@ Printers

' Regional Options
(2] Scheduled Tasks
I, Start Menu

>

Mame

£

Orcler

C New >

b Immediate Task (Windows X
; Scheduled Task (At least Windows T) I

All Tasks

Paste
Refresh

View 3

Arrange lcons ¥

Line up lcons

Help

Action Enabled Run

There are no items to show in this view.

Scheduled Task

Immediate Task (At least Windows 7)

Comment

"'\_Prefermces }\ Extended }\Starlda réf

Creates a new itern in this container.
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Internet

Policy Edit

O

Password Dum ent <—GPO Updag fr
< i Domain Contrc;le\rc;o ’

Terminalserver Server

DMZ + Server Network Client + Server Network




Extraordinary Stuff

Sandbox
Evasion

Communication
only through
Beachhead
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No Artifact
known by
any AV

GPO
Persistence

Systems through

Reached
- maJ]ApNL-

Beachhead

Custom
Backdoor
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How long was the attacker active within the company - to take
over the whole domain?
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How long was the attacker active within the company - to take
over the whole domain?

T




02

Attack #2

There are no Advanced Persistent Threats
Austria 8Right? RIGHT?!
Let me introduce you to: TA-505

N
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Hmnmmmmmm 7 —

Slow internet connection
"LgN pa Ug LINLmMm as PIA_ mMSNIIV_ T pa A mU/{
"pa A mUAIV_ T iIJ]ApSal® A_L alaLy \ _awm wUy



Digital Forensics & Incident Response | 24




Digital Forensics & Incident Response | 25

Applocker 8what are you doing?!

Do you spot the problem?
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Command and Control

T C&C to seemingly legitimate domains.
T Encrypted connections (https)
T C&C domains partly newly registered (aka not flagged by security vendors)

T Data Exfil to non-malicious File Sharing Host

Sample malicious domain:
(Do not access)

microsoft-live-us[.Jcom
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Shimcache Persistence

PPAJ\NI V_mpA]]JNL A «"VIJlamaSp- -ApJU
T Patches the legitimate service.exe
T Services.exe was clean when scanned

T Nomenclature of normal windows patches

Installed only on a handful of systems to prevent detection / remediation
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Summary Attack #3

Powershell -

Slo Invoke
cad UserHunter

Meterpreter Fileless Malware
Backdoors

Malware
Signature
Change 1-day
Backdoor prior to «
encryption

Cobalt Strike

Process Injection

More Cobalt
More Cobalt

Strike

Strike

IR Trigger Internal Recon Backdoors COTMITEY S Others
Control
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Summary Attack #3 Not our official logo. Please
La_ p pN]] aql "Al}NpV_T "~

Powershell -

Slo Invoke
cad UserHunter

Meterpreter Fileless Malware
Backdoors

Malware
Signature
Change 1-day
Backdoor prior to «
encryption

Cobalt Strike

Process Injection

More Cobalt
More Cobalt

Strike

Strike

Command and Others

IR Trigger Internal Recon Backdoors Control
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How long did the attacker had full control over the company
until the attack was discovered?
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How long did the attacker had full control over the company
until the attack was discovered?
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03 Conclusio
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What is really happening in Austria?
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So 8what should we do?

Incident Response is reactive firefighting.
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Transition

Gideon Nina
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04 Digital Forensics - Chain of
Custody
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Differences to IR

Often not time critical

Not really about malware or trojans

More about «<lid the persondoitor _ap—-
Chain of custody

Documentation, Documentation, Documentation
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Types of experts

Consultant

f Report serves as argumentation aid

f Report does not count as evidence in court
[ Report is objectively considered by judge

Certified expert withness Y« JJTNANV _ INNVLNpNI g_L TNIVJUp]VJIU |[NIpVSV|VNIpNI 1AJUVNIMmpD _LVTNI=
f An exam is taken at court
f Has to take an oath
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O 5 Data Theft



Digital Forensics & Incident Response @ 40

Case: Employee Data Thetft

Company: Marvel

Employee Slothman stole —confidential data
Gave them to competitor « -

Slothman is going to start working at DC
Behaved very suspicious during last work week
Left company at 2021/11/26

Pre investigation took place
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Case: Employee data theft

Affected devices

1 notebook with a hard drive (HDD)
1 USB drive (BYOD)
Client sent us

f list of unique data names which are VERY sensitive 8evel confidential
f MD5 Hashes

f Time period: 01.11.2021 826.11.2021
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ApA”

” we are looking for

Screenshot of file names Y« % m-=
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First step

Acquisition of USB and HDD according to Chain of Custody

Started investigating USB drive
[ Was empty

Next:
f File carving and file recovery on USB drive
f Filesystem: FAT32

Was any suspicious on the USB drive?
Timeline Analysis

Time period: 01.11.2021 &6.11.2021
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Carved and Recovered Files on USB
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Closer look at timestamp

File created File modified

If LApN <«craajedl -newer (or after) than « VihNdified —/Efile was copied
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Folder Structure of ?arvel




Digital Forensics & Incident Response | 47

File Extraction
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Second Step

Prove that files were copied from HDD to USB drive
Serial number USB]65E32894
Registry key: HKEY_LOCAL_MAGHINE\SYSTEM\ControlSet##\Enum\USBStore

Tracks USB devices plugged into a mychine (Last time written)
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Timestamp USB drive was plugged into machine
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29.11.2021 ?77?

29.11.2021: Pre-investigation of the notebook through F O L HTsWpovt
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Other Artefacts ”

" that can be used to identify if USB was plugged into machine by Slothman

Check HKEY_LOCAL_MACHINE\SYSTEM\MountedDevices for GUID
GUID is used to identify user that plugged in the device
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Existing User on Notebook

User profiles
f Marvel

f Nick_Fury
f Slothman
f Admin

Check NTUSER.dat of Slothman if USB drive was plugged in
\NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2
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NTUser.dat of Slothman

MountedDevices
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What we know so far ”

USB drive contains stolen -files
USB device was inserted by user into machine

Did Slothman copy the files from HDD to the USB drive?
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Conntected usb drive with user profile of Slothman

Time when the file was copied to the USB drive:
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Connected USB drive with user profile Slothman to the notebook

»
»

Copied file to the USB
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I N p @&etck for other artefacts

Artefacts that might show us if user leaked data
f Emails sent?
f Dropbox or OneDrive installed?

Emails are stored locally at
f %USERPROFILE%\AppData\Local\Microsoft\Outlook
f .ost files available

Encrypted and also questionable if we are allowed to investigate
f Privacy
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Dropbox or OneDrive installed?

OneDrive Aused in daily business, not so interesting

Dropbox installed?

f App usually installed at C:\Program Files (x86)\Dropbox

f Installer file dropped at: C:\Users\<username>\AppData\Roaming\Dropbox\installer

f Synched Folder: C:\Users\<username>\Documents\My Dropbox  Acan be changed during installation
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C:\Program Files (x86)

Dropbox installation &heck
gp” \Users\Slothman\Documents\My Dropbox did not exist  /

What to do? !N pckewk other directories, maybe user changed path to synch folder
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I N p &arch the Synch Folder
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N p @sndoubleclick a_ #qgp_axei_T7

" A _ Lsee what happens
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Project Sdone

Report will be delivered (Gutachten)
fWith evidence

The judge/lawyer will contact you most probably very often
Data has to be stored for a longer period of time
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This is the End ;(
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